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Olena AKIMOVA

Candidate of  Philosophical  Sciences,
Associate Professor, Dean of the Faculty
of Sociology and Law, National Technical
University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”

Ladies and Gentlemen,

Let me take the opportunity to welcome you to the International
Scientific and Practical Conference “Challenges and Legal Support
of Digitalization in the Economy.” It is my honor to open this signif-
icant event, which gathers esteemed scholars, practitioners, and pol-
icymakers from around the globe to discuss one of the most pressing
issues of our time.

First and foremost, I would like to extend my deepest gratitude to
all the organizers who have worked tirelessly to bring this conference
to life. Your dedication and hard work have made this gathering pos-
sible. Special thanks are also due to the people of Poland for their un-
wavering support of Ukraine and Ukrainians during these challenging
times. Your solidarity and generosity have been a beacon of hope and
a source of strength for us, and we are profoundly grateful.

Today, we come together to delve into the complexities of digi-
talization in the economy, a topic of immense importance, especially
in times of transformation. The rapid advancement of digital technol-
ogies is reshaping economies worldwide, creating new opportunities,
and posing significant challenges. Understanding these processes
is crucial as we navigate the intricate landscape of the digital age.

For Ukraine, the study and implementation of digitalization hold
particular significance. As we look towards the future and the pros-
pect of post-war recovery, digitalization offers a pathway to rebuild
and rejuvenate our economy. By embracing digital tools and inno-
vations, we can foster economic resilience, enhance efficiency, and
create a more inclusive and sustainable economic environment.
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This conference is not just a platform for intellectual exchange
but also a testament to the growing collaboration between Ukraini-
an and Polish institutions of higher education. Our partnership with
Poland is exemplified by initiatives such as the Incubating Freedom
project, which is spearheaded by the Kyiv Polytechnic Institute
(KPI). This project is dedicated to developing digital skills among
migrant women in Poland, empowering them to contribute mean-
ingfully to the digital economy. Additionally, our collaboration with
the Narodowa Agencja Wymiany Akademickiej (NAWA) and other
agencies is a testament to the strong and enduring bonds between
our nations.

As we embark on this conference, I encourage each of you to
engage actively, share your insights, and explore new ideas. Let this
gathering be a catalyst for innovation, collaboration, and progress.
Together, we can address the challenges of digitalization and har-
ness its potential for the betterment of our economies and societies.

In closing, I wish you all a fruitful and inspiring conference.
May your discussions be filled with creativity, your debates with
insight, and your time here with new connections and ideas that will
drive us forward.

Thank you, and let us begin this journey together.



Anna ZALTSEWICH

PhD, DSc, Professor of the University, Dean
of the Faculty of Administration and Social
Sciences Warsaw University of Technology,
Poland

Ladies and Gentlemen, dear Guests,

It is my great pleasure to welcome you to the International Con-
ference “CHALLENGES AND LEGAL SUPPORT OF DIGITALI-
ZATION IN THE ECONOMY™.

Today’s conference is a special scientific event. It first of all
highlights the cooperation between the National Technical Univer-
sity of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” and the
Warsaw University of Technology, between two Faculties which
find the issues of research on the social aspects of technological de-
velopment crucial. Secondly, it focuses on a topic that is particularly
important nowadays: legal conditions for the functioning of the dig-
ital economy. Thirdly, acceptance of an invitation to this conference
by such an esteemed group of speakers and guests from research
centers of various countries offers an opportunity for an internation-
al debate on the challenges the society of each country faces and on
finding supra-national solutions for their development.

There is no doubt that the project of digitization of the economy
implemented in the European Union and other countries around the
world, requiring a multi-faceted approach to ensuring civilization-
al and social progress, has an impact on the functioning of public
administration, the lives of citizens and challenges related to the
protection of freedom and human and civil rights. With the develop-
ment of new technologies and digital services and in various spheres
of life, people’s expectations and needs related to high availabili-
ty, cybersecurity, data and privacy protection are changing. All this
makes it necessary to constantly improve existing legal solutions,
which must be adequate to both technological possibilities and val-

8



ues considered important and subject to protection in most modern
legal systems.

I am convinced that today, a joint, international debate will allow
us to look at the legal, IT and technical challenges facing humanity
in a useful way for society.

I wish us fruitful deliberation and exciting joint scientific explo-
ration.

Before I leave the floor to you let me express my gratitude for
Prof. Svitlana BEVZ, Head of the Department of Information, Eco-
nomic and Administrative Law and Prof. Olena AKIMOVA Dean
of the Faculty of Sociology and Law, who invited the Faculty of Ad-
ministration and Social Sciences to jointly organize this conference.
I would also like to thank all faculty and staff members who are
making this conference possible. Special thanks go to Dr. Svitlana
Podolyak for our excellent cooperation in all activities related to the
organization of today’s conference.

Thank you very much.



ECONOMIC SECURITY OF UKRAINE IN THE
DIGITAL ECONOMY: CHALLENGES FOR LEGAL
REGULATION

Bevz S.
Head of the at the Department of Information,
Economic and Administrative Law, Faculty
of Sociology and Law, National Technical
University of Ukraine, “Igor Sikorsky Kyiv
Polytechnic Institute”, Doctor of Law,
Professor

In modern conditions, a characteristic feature of the develop-
ment of any sphere of social relations is its digital transformation.
As the foundation of the state’s functioning, the economy has not
been spared such changes.

The course towards digitalization of the economy and specific
steps aimed at its implementation were enshrined in the Concept for
the Development of the Digital Economy and Society for 2018-2020
[1], which states that the main goal of digitalization is to achieve
digital transformation of existing and creation of new sectors of the
economy, as well as transformation of spheres of life into new more
efficient and modern ones. In this case, the term ‘digital economy’
means an activity in which the main means (factors) of production
are digital (electronic, virtual) data, both numerical and textual.

One of the results of the implementation of this Concept in the
legal sphere was the Law of Ukraine ‘On Stimulating the Develop-
ment of the Digital Economy in Ukraine’ dated 15 July 2021 No.
1667-1X [2], which, according to Article 2 of the said Law, intro-
duced the functioning of the legal regime of Diia City to stimulate
the development of the digital economy in Ukraine by creating fa-
vorable conditions for conducting innovative business, building dig-
ital infrastructure, attracting investment, and talented specialists.

10



At the same time, in the context of the full-scale invasion of Rus-
sia, the issue of national security, including economic security, has
become extremely relevant.

According to part 4 of Article 3 of the Law of Ukraine ‘On Na-
tional Security of Ukraine’ [3], the state policy in the spheres of na-
tional security and defense is aimed at ensuring, among other things,
the economic security of Ukraine. According to clause 66 of the Na-
tional Security Strategy of Ukraine [4], one of the national security
and defense planning documents that defines the ways and tools for
its implementation is the Economic Security Strategy [5], which also
states that “an important place in the security sector is occupied by
challenges related to the armed aggression of the Russian Federation
and the temporary occupation of part of the territory of Ukraine”.

However, the scientific literature rightly emphasizes the priority
of economic security as a component of national security. In par-
ticular, Y.G. Neustroev points out that ‘since the economy is a vital
aspect of the activities of society, the state and the individual, eco-
nomic security will remain the basis of national security... That is,
economic security, which manifests itself in the spheres of influence
of other types of national security, penetrating them and interacting
with them, in turn, accumulates their effect, while remaining the ba-
sis (basis) of national security [6, p.4]. The expert-analytical report
of the National Institute for Strategic Studies ‘Current Challenges
and Threats to the Economic Security of Ukraine in the Context
of Martial Law’ states that economic security as the ability of the
national economy to maintain stability and invulnerability to inter-
nal and external threats, to ensure high competitiveness in the global
economic environment, sustainable and balanced growth are im-
portant criteria for assessing the quality parameters of the national
economy, strategic efficiency of economic policy and the

However, the challenges and threats that are identified and ana-
lyzed, and certain action plans are developed to prevent them, minimize
attention to the digitalization of the economy and the challenges and
threats caused by this transformation of the economic sphere. Mean-
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while, based on official statistics and other ratings in 2021 and early
2022, Ukraine’s IT infrastructure ranks 7th among 23 countries in Cen-
tral, Eastern, Southeastern and North Eastern Europe in terms of its
impact on the national economy (Estonia is first). It is ahead of most
countries in the ranking in terms of exports and contribution to GDP [§].
At the same time, among the risks and challenges to the economic secu-
rity of the state, such a vector as digital transformation is only partially
mentioned. Thus, among the main challenges and threats related to the
digital transformation of the economy and specified in the Economic
Security Strategy of Ukraine until 2025, we can distinguish

— in the field of production security (defined as one of the
components of economic security in the relevant Strategy): the in-
consistency of the structure of the national economy with modern
technological development; low level of introduction of the latest
production technologies; the potential threat of unauthorized physi-
cal and cyber interference with critical infrastructure and:

— in the area of investment and innovation security (which
is also defined as one of the components of economic security in the
relevant Strategy) — lack of favorable conditions for the creation and
development of technology companies, innovative enterprises, and
start-ups; unlawful access to domestic technological developments
and innovations by foreign entities and the risk of their unauthorized
leakage abroad.

At the same time, the tasks set in these areas to implement the
direction of development in the field of economic security, although
they do not provide for the development/improvement of legislation
on these issues, but without such steps, the implementation of the
tasks seems rather doubtful.

For example, one of the tasks in the field of investment and in-
novation security is to develop a mechanism and implement state
support for the implementation of the latest technologies developed
in Ukraine in the sectors of strategic importance for the national
security of the state and its critical infrastructure. In the context
of martial law, such an industry is primarily the defence industry.
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In accordance with part two of Article 19 of the Constitution
of Ukraine, public authorities are obliged to act only on the basis,
within the limits of their powers and in the manner provided for by
the Constitution and laws of Ukraine. Therefore, state support for
the implementation of the latest technologies developed in Ukraine
should be included in the powers of the relevant state authorities.

At the same time, the Regulation on the Ministry of Strategic
Industries of Ukraine, approved by Resolution No. 819 of the Cabi-
net of Ministers of Ukraine of 7 September 2020, does not mention
support for the introduction of new technologies at all. In addition,
the Economic Security Strategy is not listed among the acts to which
the Ministry prepares proposals (clause 2, part 4 of the Regulation).

At the same time, according to the Regulation on the Ministry
of Digital Transformation of Ukraine, approved by the Resolution
of the Cabinet of Ministers of Ukraine No. 856 of 18 September
2019, this Ministry, in accordance with its tasks, maintains the soft-
ware of the Diia City registry. There is no question of supporting
other technologies. The tasks and powers of the Ministry of Econ-
omy of Ukraine, the Ministry of Defense of Ukraine, and the State
Agency for the Restoration and Development of Infrastructure
of Ukraine in accordance with the Regulations on these state bodies
do not include support for the introduction of new technologies.

Therefore, the implementation of state support for the introduction
of the latest technologies developed in Ukraine in the areas of strategic
importance for the national security of the state and its critical infra-
structure is not possible at this stage, based on the absence of a state
body authorized and responsible for the implementation of such a mea-
sure, which requires appropriate amendments to the legislation.

At the same time, we would like to draw your attention to the
fact that following a joint initiative of the Ministry of Defense, the
General Staff of the Armed Forces of Ukraine, the National Security
and Defense Council, the Ministry of Digital Transformation, the
Ministry of Strategic Industries and the Ministry of Economy, the
Bravel cross-sectoral project was launched to stimulate and support
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the development of companies working in the field of defense tech-
nology [9]. Representatives of state institutions signed a memoran-
dum of cooperation and support within the project, which aims to
supply and transfer advanced Ukrainian technological solutions to
the frontline to gain an advantage over the enemy and win, provide
comprehensive support to Ukrainian developers in the field of inno-
vative defense technologies, and develop the sector to turn Ukraine
into a world leader in defense tech. [10]. The main goal of Bravel
is to create a fast-track for the development of defense technologies.
Bravel solves the problem of endless bureaucratic procedures by
providing developers with project support at all stages of their im-
plementation and financing the most promising ones [11]. However,
no information on the legal regime of such a platform can be found.
Given that under the simplified regime, the focus of public law reg-
ulation is ‘aimed at ensuring information security on platforms,
including the protection of intellectual property and personal data
of users of various platforms, as well as transparency of investments
in the development of information infrastructure and other related
issues’ [12], we can conclude that these issues require legislative
regulation in relation to the Bravel platform.

Thus, based on the foregoing, we can conclude that Ukraine’s
course towards building a digital economy, as laid down in concep-
tual and strategic legal acts, continues to be actively implemented,
especially in priority industries. At the same time, it is not always
accompanied by proper legislative support and without assessing the
impact of such processes on the state’s economic security.

Therefore, to legislatively regulate certain issues of ensuring
economic security in the digital economy, we consider it expedient,
first of all, to systematize the challenges and threats to Ukraine’s
economic security related to the digital transformation of the econo-
my; clearly define the powers of state bodies aimed at implementing
measures to ensure the economic security of the state in the context
of the digital transformation of the economy; establish at the regula-
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tory level the legal regime of platforms implemented by state bodies
to support the digitalisation of the economy.
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CITIZEN-GENERATED DATA IN AS OPEN
DATA: LEGAL REGULATION FOR ARTIFICIAL
INTELLIGENCE DEVELOPMENT

Dubniak M.

Head of the Scientific Laboratory of Legal
Support for Digital Transformation, State
Scientific Institution “Institute of Information,
Security and Law of the National Academy
of Legal Sciences of Ukraine”, PhD in Law
ORCID: 0000-0001-7281-6568

A set of training data is needed at the stage of development
of artificial intelligence technologies. In the process of forming such
training datasets, developers often face problems due to different
regulatory regimes of data protection. For example, the processing
of personal data requires the informed consent of the data subject.
By combining training datasets, it is possible to fulfill the “specifi-
cally identified person” criterion. This means that by using different
datasets and combining them in a training dataset for artificial intel-
ligence, developers get a dataset that specifically identifies a person,
and such datasets are subject to legal protection of personal data. To
create images, texts, music, and videos in training data, developers
need to obtain permissions and licenses from the owners of intellec-
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tual property rights. Since training datasets use hundreds, perhaps
tens of thousands, of individual objects protected by intellectual
property laws, entering into tens of hundreds of license agreements
for each such object would significantly complicate the develop-
ment of the technology. In such a highly competitive environment
as the development of artificial intelligence technologies, the rapid
and legal collection of data to form training datasets is of paramount
importance. Therefore, it is relevant to study the legal regulation
of open data as data that can be legally obtained and used quickly
and without excessive bureaucratic procedures as training data sets
for the development of artificial intelligence technologies.

Public information in the form of open data can be freely used
and disseminated. Any person may reproduce, publish, distribute,
use, including for commercial purposes, in combination with oth-
er information or by incorporating it into their own product, with
a mandatory reference to the source of such information [1].

Of all the discussed legal regimes of data protection, the use
of public information in the form of open data in training datasets
seems to be the safest and most legal for the purposes of artificial
intelligence technology development.

The peculiarity of open data is that it is created and published by
public information administrators. However, in today’s globalized
world, a huge amount of data is generated by users when they use
various smart things and mobile applications in the course of their
daily life. Some of this data is collected by companies that own tech-
nical devices (smart things) or mobile applications and is used by
companies to change and improve their business models [2, p. 65].
The data collected in this way is protected as confidential or busi-
ness information by private companies, and it is usually impossi-
ble to obtain such structured data sets in the public domain. Even
if such private companies acquire the status of a Manager (e.g., they
have a dominant position in the market, special or exclusive rights,
or are natural monopolies), they are obliged to publish data on the
terms of supply of goods, services and prices for them [1]. Of all
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the discussed legal regimes of data protection, the use of public in-
formation in the form of open data in training datasets seems to be
the safest and most legal for the purposes of artificial intelligence
technology development.

The peculiarity of open data is that it is created and published by
public information administrators. However, in today’s globalized
world, a huge amount of data is generated by users when they use
various smart things and mobile applications in the course of their
daily life. Some of this data is collected by companies that own tech-
nical devices (smart things) or mobile applications and is used by
companies to change and improve their business models [2, p. 65].
The data collected in this way is protected as confidential or busi-
ness information by private companies, and it is usually impossible
to obtain such structured data sets in the public domain. Even if such
private companies acquire the status of a Manager (e.g., they have
a dominant position in the market, special or exclusive rights, or are
natural monopolies), they are obliged to publish data on the terms
of supply of goods, services and prices for them [1].

Such data is often readily available on companies’ websites as
part of their marketing strategy.Data about goods, services, and their
prices are much less interesting for use in training datasets compared
to data that companies receive from citizens who use their mobile
apps or that they receive from smart things while using them.

There is a large institutional structure for publishing open data
sets that can be freely used, including for commercial purposes, and
for using this data in training datasets for the development of artifi-
cial intelligence, so it is important to investigate whether there are
opportunities on Open Data Portals for publishing data not only by
Data Managers but also by citizens themselves. Such a social model
will allow removing private companies from the process of collect-
ing citizen-generated data and making this data open and public for
all interested parties.

The issues associated with the research of citizen-generated data
are addressed in the works of the following scientists: O. Corcho,

18



J. Blanco, C. Morote, Simperl E. [3], A. Meijer, S. Potjer [4], A.
Suman [5], M. Ponti, M. Craglia [6]. In their scientific works, they
proposed categories of data, their characteristics of classification,
and the scope of their collection (from volunteer initiatives to gov-
ernment policies on the use of citizen-generated data) [3 p. 10].

Among researchers, there is no single definition for the concept
of “citizen-generated data (hereinafter CGD)”. In particular, there
are the following views on this category:

e Data consciously created by people is open and available
in the public domain [4].

e C(Citizen-generated resources that allow us to question the
expert knowledge produced. By evaluating this data using critical
thinking techniques, real alternative views on the same problem can
be formed by citizens themselves. As a result, these data can be seen
as a form of social protest and grounds for policy change [5].

e pen data are essential for public administration, as their use
will help to coordinate joint actions of stakeholders to solve social
problems [6].

e Data that individuals or a community of citizens create to
directly monitor or stimulate change in issues that concern them [7].
That is, as one of the tools for participating in public affairs man-
agement.

e Data that provides direct representation of their interests
and is an alternative set of data compared to the data collected by
governments and international organizations [3, p.8].

Thus, the concept of CGD is highly dependent on the context
of the study and is described both through the information catego-
ries of “data”, “collection”, “processing” and the intellectual prop-
erty category of “public domain”, as well as tools for direct citizen
participation in public affairs, “solving issues that concern them”,
“alternative views”. The concept of CGD is mixed with forms
of participation in public affairs management and citizen science
(crowdsourced science, volunteer data). To distinguish these related
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categories from CGD, we will provide some essential features and
examples.

For the legal regulation of CGD, the essential characteristics are
as follows:

data are generated by individual citizens, not by Data Control-
lers;

data is generated by citizens in the course of their daily life
through the use of various mobile applications and smart things;

citizens have the opportunity to upload the necessary data sets to
specially created modules on Open Data Portals;

data sets are uploaded in machine-readable formats.

Crowdsourced science is characterized by the wide involvement
of stakeholders to provide specifically defined data to be used in sci-
entific research [8]. That is, the qualifying features of these data are
as follows:

he purpose of their collection is for scientific activities;

a specific data topic (e.g., health).

Such cooperation can take various forms, such as the placement
of specific data by any person on specially designated information
resources. This is how the largest database of coronavirus symp-
toms, Covid 19 — called ZOE was created; or by involving individ-
uals in collaboration with teams of scientists to generate new scien-
tific knowledge.

The legal regulation of open data provides for the use of this
data legally in training datasets for the Al technology development.
It is necessary to supplement the national legislation with the cate-
gory of “open data in the form of citizen-generated data”, allowing
interested parties to post additional categories of data on the Open
Data Portal. It will also remove private companies from the chain
of data processing and use by providing the possibility to publish
citizen-generated data independently, at their own discretion. Some
categories of citizen-generated data can be used as feedback and
alternative communication tools in the process of engaging citizens
in the direct management of state or local affairs. Use this data for
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scientific purposes, statistics and monitoring, and to supplement the
data of SDG indicators..
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In modern conditions of the development and functioning
of electronic document circulation, the use of trust services, the op-
eration of registers, their increase, expansion of functionality affects
the accumulation of information. The collection of information and
personal data also takes place during judicial proceedings, including
with the help of the “Electronic Court” software. The introduction
of the digitalization vector requires the exchange of information be-
tween various state authorities, but in this area there is a need to
resolve the issue of the interaction of bodies and institutions with the
work and functioning of the “Electronic Court”, which indicates the
relevance of this study.

Data protection has always been and remains the object of in-
creased attention of lawyers. Modern researchers pay considerable
attention to problematic issues of personal protection, among them
the following should be noted: O.V. Bryntsev, [.M. Horodyskyi.
Sukhorilskyi P. and others. The question of the functioning of the
“Electronic Court” was investigated by V. S. Politanskyi. as well
as other scientists. Each of them made a significant contribution to
the study of this issue, but the problem of the interaction of state
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authorities and institutions with the work of the court needs further
elaboration.

The regulation on the functioning of individual subsystems
(modules) of the Unified Judicial Information and Telecommuni-
cation System determines the functioning of certain subsystems
(modules) of the Unified Judicial Information and Telecommunica-
tion System, in particular the “Electronic Cabinet” and “Electronic
Court” subsystems in courts and justice system bodies [3] .

As of today, the participants in the case have the opportunity to
use the “Electronic Court” by sending lawsuits, appeals, petitions,
statements, participating in video conferences and performing other
procedural actions. With the help of this software, the participants
in the case are also notified.

We should support the position of V. S. Politanskyi. that the elec-
tronic court is not only a certain form of use of information and
communication technologies by all interested parties of the judicial
process in order to increase its efficiency and quality, but also a di-
rect and full-fledged procedure for the implementation and/or deliv-
ery of justice in electronic form, starting from the preparation of the
case, its consideration of the merits, court debates and ending with
the adoption of the verdict and the announcement of the decision
in electronic form [4, p. 37].

It is worth noting that the Decree of the President of Ukraine
dated February 24, 2022 No. 64/2022 “On the introduction of mar-
tial law in Ukraine” introduced martial law from 05:30 on February
24,2022 for a period of 30 days [2]. Martial law has been repeatedly
extended and continues to this day.

Along with this, the functioning of the state register of real prop-
erty rights, the unified state register of court decisions, the unified
state register of legal entities, individual entrepreneurs and public
organizations, and the unified register of debtors is observed. In fact,
more than thirty types of registers with various types of information
and personal data are functioning. natural persons.
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Legal and organizational principles for the creation and func-
tioning of the Unified State Register of conscripts, conscripts and
reservists, regulation of relations in the field of state registration
of citizens of Ukraine who are in reserve for the recruitment of the
Armed Forces of Ukraine and other military formations formed
in accordance with the laws of Ukraine for a special period, and also
for the performance of work to ensure the defense of the state and
persons assigned to conscription stations is carried out on the basis
of the Law of Ukraine “On the Unified State Register of Conscripts,
Conscripts and Reservists” [1].

This regulatory and legal act contains 16 articles that regulate:
the unified state register of conscripts, conscripts and reservists,
main tasks, language of conduct, subjects and obtaining information
from the Register, personal data, official data, rights and obligations,
guarantees protection and security of data of conscripts, conscripts
and reservists, creation, formation and form of keeping the Register,
electronic cabinet of conscript, conscript, reservist, electronic cabi-
net of the center for providing administrative services, responsibili-
ty, final provisions.

From the above articles of regulation, it is possible to single out
the main areas of regulation related to maintaining the register and
filling it with personal and official data and additional ones related
to guarantees and responsibilities in this area.

In accordance with Part 1 of Art. 6 of the Law of Ukraine “On
the Unified State Register of Conscripts, Conscripts and Reservists”
in the version of the law dated 04.04.2024 states that personal and
official data of conscripts, conscripts and reservists are entered, pro-
cessed and stored in the Register [1].

Analyzing judicial proceedings under martial law, a problem
was revealed, which consists in the fact that the judicial authorities
do not contain information on whether a person has been mobilized
at the time of the case. In fact, a person is notified at his place of reg-
istration, which as of today is not sufficient, taking into account the
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mobilization of a participant in the process who is not at the place
of registration and is involved in hostilities.

Therefore, there is a need to solve this issue by making changes
to national legislation by providing access to judicial authorities to
information about the “Oberig” database and other information sys-
tems in order to obtain information about the possible mobilization
of a person. After receiving this information, the court in each spe-
cific case took this information into account when making a court
decision and decided on the issue of a possible suspension of the
proceedings.

Thus, as a conclusion, it should be noted that the national leg-
islation enshrined in the procedural codes of general, civil and ad-
ministrative jurisdiction does not provide for the proper notification
of the person who is mobilized due to the lack of connection to the
necessary information systems, which indicates the need to amend
the national legislation and expand the access of judicial authorities
to the repulsive registers.
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It is quite clear that legal regulation is derived from the changes
taking place in the field of digitization and the labor market. Ukraine
is at the beginning of the journey regarding changes in the legal reg-
ulation of labor relations in conditions of digitalization, and these
changes are taking place in a fragmented manner.

To date, the new Labor Code has not been adopted. This codified
legislative act would be able to systematically regulate labor rela-
tions in the conditions of digitalization.

The current Labor Code was developed in an industrial society,
when the employee was inextricably linked to the workplace during
the working day. Now, technical progress makes it possible to be
mobile, often go on business trips, and conduct dozens of projects
in parallel. The employee is now available 24/7, some office work-
ers do not have a specific workplace assigned to them, but there
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is a general open space and WiFi. And work becomes available on-
line, even when you are on sick leave or on vacation [1, p. 140].

Ukrainian labor legislation consists of many legislative acts
of the USSR, which do not correspond to modern realities and lead
to certain difficulties in law enforcement [2, p. 103]. For example,
until recently, regulatory and legal regulation was provided only
in relation to home work and flexible working hours. But the norms
regulating these types of work were also quite outdated.

In 2020 and 2021, appropriate changes were made to the current
Labor Code with the aim of regulating flexible working hours, re-
mote or home work [3].

In our opinion, the mentioned changes to the labor legislation
are effective and necessary not only in relation to their application
in the conditions of the threat of the spread of an epidemic, a pan-
demic, an emergency situation of man-made, natural or other nature,
martial law, but also in relation to the organization of work in con-
ditions of digitalization.

The impact of digitization on labor relations in modern condi-
tions is manifested in the following. First, digitalization is an in-
tegral part of labor market reform. Secondly, digitalization allows
reducing the burden on business, carrying out effective deregulation
of labor relations, influencing the bureaucratization of labor rela-
tions. Thirdly, it allows inspections using a risk-based approach —
only in companies that have signs of the greatest risks of violating
labor legislation.

In today’s world, the role of interactive platforms through which
online employment is implemented is growing. The most popular
digital online employment tools include Uber, Lyft, TaskRabbit, Up-
Work, and Amazon Mechanical Turk. The data generated by these
platforms is becoming important for understanding the specifics
of employment in the digital economy. In general, foreign experi-
ence shows the rapid spread of digital tools, interactive platforms
and information technologies in the labor market [4].

27



Digitalization is most evident in the regulation of labor relations
in the field of information technologies. It is necessary to support the
opinion of O. G. Sereda that the labor relations between employers
and specialists in the IT sphere can be characterized as one of the
most dynamic and those that have atypical forms and conditions,
reacting as quickly as possible to changes in the social existence
of mankind [5, p. 258].

Quite often, specialists in the field of IT prefer to perform work
and provide services in the status of natural persons — entrepreneurs
on the basis of concluded civil-legal contracts for the provision
of services or subcontracting. But at the same time, there is a certain
risk of reclassification of such relations from civil law to labor law
with corresponding legal consequences.

One of the main features of labor relations is the systematic per-
formance of a labor function. In other words, it is manifested in the
daily performance of the relevant tasks and duties defined by the
employee’s employment contract or job description. At the same
time, the performance of a labor function does not aim to achieve
a certain result.

Unlike an employment contract, a civil law contract establishes
the obligation of the executor or contractor to provide the custom-
er with a finished product or perform a certain specified service.
For example, the development of a website, software, or any other
product can be formalized through the conclusion of a civil law con-
tract. If an IT specialist at an enterprise, institution, or organization,
regardless of the form of ownership, performs the duties of ensur-
ing information security, maintenance of equipment, equipment, and
networks on a permanent basis, this is a sign of labor relations [6].

Until recently, one of the main features that made it possible to
distinguish labor relations from civil-law ones was the employee’s
submission to the rules of the internal procedure, while under the civ-
il-law contract, the process of organizing activities involves indepen-
dent organization of one’s work and performance at one’s own risk.
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But in 2020, relevant changes were made to Article 21 of the La-
bor Code, according to the provisions of this article, an employment
contract is defined as “an agreement between an employee and the
owner of an enterprise, institution, organization or a body or natural
person authorized by him, under which the employee undertakes to
perform work, determined by this agreement, and the owner of the
enterprise, institution, organization or a body or individual author-
ized by him undertakes to pay the employee a salary and ensure
the working conditions necessary for the performance of work, pro-
vided for by the labor legislation, the collective agreement and the
agreement of the parties” [3].

As we can see, in contrast to the previous version of the article,
such a mandatory feature of the employment contract as the subjec-
tion of the employee to the internal labor regulations was excluded
from the definition.

The specifics of work in the IT field, compared to other fields,
quite often involve flexible working hours, remote or home work.
This is also due to the fact that I'T specialists, not infrequently, given
the specifics of their activity, do not have a permanent workplace.

Digitalization of employment is becoming a problem of the mod-
ern labor market. It causes not only the appearance of new profes-
sions in recent decades, but also the disappearance of some of them.

EU initiatives are aimed at creating a single digital market. Ac-
cording to EU experts, automation in many industries will lead to
the creation of 2 million new jobs for unique software workers and
engineers, which in turn will lead to the reduction of 7 million jobs
for specialists with average qualifications — they will be replaced by
robots [1, p. 140].

In the conditions of globalization and digitalization, new forms
of labor organization are emerging. In addition to the usual for us,
home work, traveling nature of work, remote work, flexible employ-
ment, electronic self-employment have emerged. The emergence
of new forms of labor organization requires not only their legal reg-

29



ulation, but also changes in the legal regulation of concluding an
employment contract, work regime, rest, vacations, etc.

An important component for reforming the labor market is the
transition to keeping records of labor activity in electronic form.

A certain step towards the introduction of electronic record-keep-
ing was the adoption of the Law of Ukraine “On Amendments to
Certain Legislative Acts of Ukraine Regarding the Accounting
of Labor Activities of Employees in Electronic Form” dated Febru-
ary 5, 2021. According to the norms of this legislative act, employ-
ees and employers are given time until June 10, 2026.

The electronic work book, as a digital analogue of the paper
work book, was introduced to improve the accounting of labor ac-
tivities, reduce paper document circulation and the associated risks
of document loss or damage. Accounting of labor activity in elec-
tronic form allows you to accumulate, store and use information
about the employee’s work experience, education, qualifications to
confirm the existing work experience.

In our opinion, an important step in the digitization of labor activ-
ity should be the introduction of an electronic labor contract. In accor-
dance with the provisions of Article 24 of the Labor Code of Ukraine,
an employment contract is usually concluded in writing, but in accor-
dance with the provisions of Articles 9, 205, 207 of the Civil Code
of Ukraine, an electronic form is equated to a written form.

In order for the employee to conclude the contract in electronic
form, he needs an electronic signature. This issue is also already reg-
ulated by the norms of the current Ukrainian legislation. In Ukraine,
the two most common types of electronic signature are a qualified
electronic signature and an improved electronic signature with qual-
ified certificates, which are equivalent to a handwritten signature.

Ukrainian legislation needs to be amended in order to regulate
the conclusion of an employment contract in electronic form, in ad-
dition, this provision must be taken into account when adopting the
new Labor Code.
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Summing up, it should be noted that the improvement of the
legal regulation of the labor market in Ukraine in the conditions
of digitalization should take into account the interests and be posi-
tive for all subjects of labor relations — employees, employers and
state bodies.
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Misappropriation of property causes significant damage to the
state, legal entities and even individual citizens, although it is only
the third most common property crime after theft and fraud. Despite
the efforts made by the state to combat this negative phenomenon,
the number of cases of criminal misappropriation does not decrease.
Many criminals avoid criminal liability, which is evidenced by,
in particular, numerous publications in the mass media. It is neces-
sary to find out the reasons for the insufficient efficiency of the state
policy of combating the misappropriation of property and similar
acquisitive crimes. Criminogenic factors in this case can be deter-
mined not only by the social, political or economic circumstances
of our life, but also by the flaws of the relevant criminal legislation,
the practice of its application, insufficient qualifications and abus-
es among representatives of law enforcement agencies and judges.
This prompts a deep study of the issues of criminal liability for mis-
appropriation, embezzlement of property or taking possession of it
through abuse of official position, which requires a detailed analysis
of the historical experience of the application of legislation in the
relevant field. Our research is dedicated to the study of the gene-
sis of criminal liability for misappropriation of property in Ukraine
from the oldest legal monuments to the current criminal law.
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For the first time, the misappropriation of property, which was
in someone’s possession, was mentioned in “Ruska Pravda” [1],
which envisaged it as a violation of the rights of individuals (of-
fenses). Such offenses were punished by compensation for damages
or by selling the offender into slavery. For the recovery of property
from a person to whom it was previously entrusted, “Ruska Pravda”
provided for a simplified procedure, which laid the prerequisites for
specific legal responsibility for misuse of entrusted property.

Lithuanian statutes defined misappropriation as a crime punish-
able by the state in the person of the sovereign. The first criminal-
ly punishable misappropriations were essentially corrupt, i.e., were
committed by persons endowed with state-authority functions or re-
lated to state property. For example, illegal collection of tax by the
headman according to the Statute of 1529 [2] or misappropriation
by the minter of gold provided for minting coins according to the
Statutes of 1566 [3] and 1588 [4]. Misappropriation of state proper-
ty was punishable by death, and therefore was recognized by Lith-
uanian statutes as more socially dangerous than taking possession
of other people’s property even by abuse of official position.

The Council Regulation of 1649 [5], sequentially, punished mis-
appropriation of property regardless of the status of the perpetra-
tor, which laid the foundations for the formation of the principle
of equality before the criminal law. Along with this, private individ-
uals’ misappropriation of property that did not belong to the state
was still considered a civil tort.

The Military article of 1715 [6], borrowing provisions of Ger-
man law, covers misappropriations to retention (non-return), con-
cealment and consumption for self-benefit. For the first time, the Ar-
ticle defines the signs of a person’s connection with the property he
encroaches on. Thus, the sign of “having state funds in self hands”
supposed certain powers regarding state property, which is given to
a person for ensuring state interests and official purposes, i.e. to give
in possession. To give property into “safe hands” implied trust rela-
tionship between the owner of the property and the culprit, therefore
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the retention (non-return and concealment) of such property was
a violation not of the interests of the service, but of the trust shown to
the culprit. This understanding of the indicated connection between
a person and property should be considered as prototypes of the mis-
appropriation signs “to be in the possession” or “to entrust” in the
current version of Art. 191 of the Criminal Code of Ukraine [7].

Compared to the Article, the Laws by which the “Malorussian”
people are tried of 1743 [8] were more lenient to the guilty in terms
of property, not establishing the confiscation of property in case
of misappropriation. The rights distinguished the illegal acquisition
of property by the method of its committing, laying the prerequisites
for the modern distinction between misappropriation of property
and taking possession of it through abuse of official position.

The Code of Laws of the Russian Empire of 1832 [9] highlight-
ed in misappropriation a sign of using (turning) someone else’s
property to self-benefit without the consent of its owner and for the
first time established criminal liability for misappropriation of pri-
vate property. The rules of the Code abolished the death penalty
for misappropriation and embezzlement of property, which was not
established until the Soviet legislation of 1917-1921.

In the Provisions on Punishments of 1845 [10], an attempt was
made to criminalize specific cases of misappropriation in all their cer-
tain features, which only led to excessive casuistry and complexity
in law enforcement. The general composition of misappropriation
of someone else’s movable property entrusted to a person is estab-
lished only by the Criminal Code of 1903 [10]. The peculiarity of the
mentioned laws was the differentiation of punishment for illegal ap-
propriation depending on status, which contradicted the idea of equal-
ity before the criminal law, which was quite widespread at that time.

In the Austrian Criminal Code of 1803 [11] (acted in Galicia),
only two types of misappropriation (‘“veruntreuung”) of entrusted
property were provided for: official and committed by the debtor
in relation to the creditor’s property. In Austria these crimes were
punished much more stringently than in other European countries
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of that time. Thus, the maximum term of imprisonment for quali-
fied misappropriation was supposed to be five times longer than the
maximum term of imprisonment for the same crime according to the
Provisions on Punishments of 1845.

The Criminal Code of the Ukrainian SSR of 1922 [12, p. 570-
591] for the first time singled out and established two main types
of encroachment on property committed by a person who has certain
powers over someone else’s property: misappropriation and embez-
zlement. At the same time, the sign of “entrusting property” did not
refer to the authority of the official person in relation to the property
(which was typical for “property in possession”), but assumed a cer-
tain trust of the owner of the property in the culprit. According to
this trust the owner entrusted his own property to the culprit.

The Criminal Code of the Ukrainian SSR in 1960 [13] decrimi-
nalized the misappropriation of non-state property, which was crim-
inalized again only in 2001 with the adoption of the current Criminal
Code of Ukraine. Along with this, in Art. 84 of the Criminal Code
of 1960 introduced a new method of taking possession of state or
collective property — by abuse of official position. The correspond-
ing norm provided for cases when an official person (officer), not
having authority over property, can turn it to his advantage by using
his official position. Thus, the signs of illegal collection of taxes, laid
down in Lithuanian statutes, found their consolidation in the compo-
sition of taking possession of property by abuse of official position.
Today, the acquisition by an official, for example, of a charitable or-
ganization, of funds that come to it from citizens, will be qualified as
taking possession of property by abuse of official position.

The approaches of the Soviet laws to the criminalization of cer-
tain cases of acquisitive and corruption crimes changed, taking into
account the specifics of the criminogenic situation. In particular, the
death penalty was imposed for misappropriation with aggravating cir-
cumstances in 1917 until it was replaced by imprisonment for up to
ten years with confiscation of property by the Criminal Code of the
Ukrainian SSR in 1927 [14]. According to the decree of the Presidium
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of the Supreme Council of the USSR dated June 4, 1947 [14], the
punishment for misappropriation and embezzlement was increased
in connection with post-war measures to combat economic crime —
the maximum term of imprisonment was increased to twenty-five
years. The severity of the punishment for misappropriation was again
reduced according to the Criminal Code of 1960 to imprisonment for
up to fifteen years. In 1961, the death penalty was again introduced for
acquisition of state property in particularly large amounts, which was
applied until its abolition in 1992. The Soviet codes were also charac-
terized by an alternative confiscation of property for simple misappro-
priation and embezzlement and mandatory — for qualified.

In the current edition of Art. 191 of the Criminal Code of Ukraine,
confiscation of property is mandatory only for the commission of misap-
propriation in particularly large amounts or by an organized group. Just
like the provisions of the Laws by which the “Malorussian” people are
tried of 1743, the Criminal Code of Ukraine of 2001 also proved to be
lenient towards those guilty of misappropriation. On the other hand, the
lenience of property penalties for misappropriation is inconsistent with
the large amount of damage caused by such crimes. Therefore, the issue
of the adequacy of the punishment for the level of public danger of mis-
appropriation and embezzlement in Ukraine requires in-depth study and
will be the subject of further research.
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The introduction of e-courts is an important step in reforming the
judicial system, which is aimed at global information and commu-
nication development. Under current conditions, Ukraine is gradu-
ally creating the necessary favourable technical conditions and the
e-court is now being practically implemented in the Ukrainian ju-
diciary. The full implementation of e-justice in Ukraine was inex-
tricably linked to the outbreak of the pandemic and the introduc-
tion of quarantine restrictions. The transition of justice to a remote
mode of operation is an example of a response to a global challenge
in a democracy. It can be stated that the prerequisites for the func-
tioning of e-justice are the development of technological progress
and the desire to make the process of interaction between citizens
and courts more convenient and comfortable.

The introduction of the E-Court is one of the most modern forms
of access to justice. In support of this, it is worth noting that the
UJITS ensures the exchange of documents in electronic form be-
tween all parties to the process and the court. Participants in the
court proceedings can exchange electronic documents, which saves
time and costs for producing paper documents, as well as sending
and receiving them in court. Users of the UJITS subsystems can use
the online help function, callbacks, and correspondence via various
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messengers to receive advice or provide feedback on the operation
of electronic services [1].

The use of the eCourt subsystem means the transition of justice
to a modern, convenient and affordable way of not only accepting
documents in electronic form, but also holding court hearings via
videoconference without the personal presence of the participants
and their representatives in courtrooms. Conducting court hearings
via videoconference saves time and resources for the parties, as
it minimises time spent on travelling to court and saves costs associ-
ated with, for example, travelling to a court in another region.

In addition, the consideration of corporate disputes via video-
conferencing is quite relevant for the parties to such disputes. With
significant savings in time and resources, the company can ensure
that all participants are present at such a meeting without interrupt-
ing its core business. Obviously, this factor will also contribute to
the administration of justice.

Pursuant to a number of legislative acts, including the Code
of Administrative Procedure, the Code of Civil Procedure, the Code
of Criminal Procedure and the Code of Criminal Procedure, the SLC
team has provided the possibility of convenient and fast submission
of documents to the Grand Chamber of the Supreme Court through
the Electronic Cabinet[1].

In addition, in the context of ensuring access to justice, it is pos-
sible to apply to the High Council of Justice through the Electron-
ic Court to express your reasonable comments or file a complaint
against a judge[1].

This indicates progressive steps towards speeding up the con-
sideration of cases, which in the long run will relieve the courts. At
the same time, the current legislation provides for the right to submit
documents to the court in the classic paper form, after the introduc-
tion of the UJITS, which also provides certain categories of citizens
with access to justice.

The functioning of the E-Court is not only a legislative novelty,
but also a manifestation of the modern information society aimed

39



at accessibility, using “Open Principle” to all spheres of public life,
including justice. Thus, it can be stated that in the current condi-
tions, the use of the functionality of the UJITS “Electronic Court”
subsystem is a new, accessible and effective form of ensuring access
to justice for citizens.

The introduction of the legal regime of martial law on the terri-
tory of Ukraine has undoubtedly affected the administration of jus-
tice. It can be argued that ensuring its accessibility has become one
of the state’s top priorities. Obviously, Ukrainian courts are current-
ly facing unfavourable and unequal conditions. All of this changes
the timeframe for consideration of cases and affects the attendance
of participants at court hearings. That is why the active use and im-
plementation of information technology in the work of courts, the
functionality of the UJITS subsystem “Electronic Court” solves the
above barriers and is indeed a means of ensuring access to justice
during martial law. However, the most important factor is that the
use of UJITS provides citizens with access to the video conferenc-
ing subsystem, which makes it technically possible to participate
in a court hearing regardless of location.

At the same time, the question of how Ukraine will be rebuilt and
restored and return to a peaceful way of life is becoming more rele-
vant. Certain steps have already been taken in this direction. In par-
ticular, the Recovery Plan for Ukraine has been created, which aims
to accelerate sustainable economic growth and is based on the fol-
lowing principles: immediate start and gradual development; building
equitable prosperity; EU integration; rebuilding better than before on
a national and regional scale; and stimulating private investment. The
Plan identifies a list of national programmes to achieve key results[2].

When analysing the category of access to justice in the context
of the National Programmes for Future Reconstruction, it should be
noted that the projects of the National Programme Fundamentals
of Recovery: Digital State and Strengthening Institutional Capacity.

The project Fundamentals of Recovery: Digital State, to ensure
accessibility of justice, includes: development of the Strategy for
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the transfer of public services into electronic form during the recon-
struction period, development of electronic interaction of electronic
information resources, development of the Diia.Centres network,
development of the system of public electronic registers, digital
accessibility (barrier-free), artificial intelligence in the provision
of public services[2].

It should be added that the project “Ukraine after the Victory:
Preparation and Communication of Reforms for the Implementation
of the Vision of Ukraine — 2030 envisages the digitalisation of jus-
tice, which includes the digitalisation of court document manage-
ment processes; ensuring centralised, secure storage of court case
files and other court documents in cloud services; and the widespread
introduction of modern digital technologies, in particular artificial
intelligence, to facilitate dispute resolution by the parties, search for
relevant case law, and prepare draft laws and regulations[3].

These programmes are relevant in the area of access to justice.
Some programmes are already operating in the national justice sys-
tem and are characterised as effective means of ensuring access to
justice (Unified Judicial Information and Telecommunication Sys-
tem, development of electronic interaction of electronic information
resources, development of the system of public electronic registers).
At the same time, the inclusion of these areas in the priority resto-
ration programmes indicates further development of their technical
functionality in line with the latest information trends.

On 1 March 2024, Opinion No. 26 (2023) of the Consultative
Council of European Judges (CCJE) “Moving forward: the use
of assistive technologies in judicial proceedings” was presented to
the Council of Europe Project “Support to the Judiciary of Ukraine
in the Context of War and Post-War Period” jointly with the Su-
preme Court. According to the Head of the Council of Europe Office
in Ukraine, the development of assistive technologies and their use
by the judiciary is an inevitable process, especially for Ukraine, giv-
en the impact of a full-scale war and the excessive workload of judg-
es [4]. This Opinion contains relevant theses, including the official
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introduction of court hearings in a remote format and the introduc-
tion of relevant amendments to the procedural legislation.

According to the Mission of the Supreme Court Development
Strategy for 2023 — 2027, the Supreme Court is to ensure fair, efficient
and prompt resolution of conflicts (disputes) between members of so-
ciety, including through innovation (digital transformation of justice);
to constantly move forward, to be an agent of change in the judicial
system and an example for other courts and justice organisations
in terms of efficiency, transparency and first-class service; to promote
European integration (to bring our judicial system closer to EU stan-
dards in the field of justice, to implement the best European practices
of court management). To ensure these goals, the SC. The priority
goal is to promote digital transformation of processes (digitalisation)
to ensure better access to justice, better service and cost reduction [5].

Analysing the above, it is possible to assert certain steps
of Ukrainian justice towards digitalisation. The outbreak of the
pandemic, followed by the introduction of martial law throughout
Ukraine, has led to the judicial system stumbling over problems that
can be immediately solved by using the latest information technolo-
gy. This demonstrates that justice is indeed becoming more accessi-
ble to everyone, especially in such a difficult time.

Undoubtedly, these are the latest ideas for ensuring access to
justice, which are in line with the trends of the information society,
aimed at saving time and costs, transparency and dynamism of case
consideration, and processing large amounts of information.

It is noteworthy that the terms “remote justice”, “predictive jus-
tice”, and “accessible justice” are increasingly used in the litera-
ture and media. This indicates that the use of the latest information
technologies has a real impact on modern justice and is one of the
mechanisms for overcoming barriers to the implementation and pro-
tection of the right to access to justice.

In general, e-justice activities are aimed at the interaction of peo-
ple, technology, and the court, which provides access to the court
without personal presence in the courtroom, publicity, openness,
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impossibility of outside influence on the independence and impar-
tiality of judges, which ultimately contributes to the implementation
of access to justice and strengthening confidence in justice as the
realisation of justice.
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DIGITAL ECONOMY: CURRENT CHALLENGES
AND OPPORTUNITIES FOR UKRAINE

Lupak Z.
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During globalization, there is a world tendency to transition from
a traditional economy to a digital one and its dynamic development,
which has caused the Fourth Industrial Revolution. Knowledge,
information and innovative technologies are a priority in the 21st
century. Production, sale, supply of traditional goods and services
are now accomplished with the help of information and commu-
nication technologies on the Internet. Today it is very important to
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be flexible and quickly adapt to new conditions. That is why coun-
tries throughout the world are actively introducing the digitalization
of all spheres of life, including the economy.

At the same time, in Ukraine, IT services provide a significant
part of foreign currency income to the economy and are an integral
part of it, especially in time of economic crisis. In 2023, IT services
are the largest export industry. This is approximately 40% among
Ukraine’s services exports, which is 9.3% less than in 2022 [1]. To-
day, the share of the IT sector in the GDP of the country is 4.9% (the
contribution to the Gross Value Added is $5.5 billion) [1].

Furthermore, two scenarios of digitalization of Ukraine’s econ-
omy are known: target (forced) and inertial (evolutionary). The first
involves the rapid development of the digital economy in 5 years,
the establishment of Ukraine as a European leader in the field of in-
formation technologies, the attraction of investments and the cre-
ation of a productive labor market with the most favorable working
conditions for specialists. All this is possible only with the cooper-
ation of the state, business and civil society. The second scenario
involves the construction of an inefficient, uncompetitive, invest-
ment-unattractive economy that does not meet external and internal
challenges and labor migration of specialists abroad.

Nowadays, there are certain challenges in Ukraine that hinder
the rapid transformation processes of the digital economy, including
the following:

— Unfavorable economic situation due to the Rus-
sian-Ukrainian war, which slows down the introduction of new tech-
nologies and makes the country unattractive for investments.

— Low involvement of state bodies in the implementation
of digitalization processes and the use of outdated technology
in state structures. Along with that, to speed up the digitalization
process, the Ministry of Digital Transformation of Ukraine (herein-
after — MDT) introduced the position of chief digital transformation
officer (CDTO). Today, about 55 CDTOs are working at the level
of ministries, regional administrations and city councils. In addition,
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in 2023, the CDTO Campus digital transformation leaders training
project for the modernization of the civil service with the help of in-
novations and technologies was launched.

— Low level of state support for the digitization process in the
business sector. Currently, most large enterprises use advanced tech-
nologies to optimize the business process. At the same time, small
and medium-sized businesses need additional support from the state
and international organizations.

—  The inadequacies in the legal framework of Ukraine and the
inconsistency of legislation with modern transformational challenges.

— Digital infrastructures cover the country to a limited extent.
According to MDT, licenses were reissued to cover 95% of the pop-
ulation of Ukraine with the Internet [2]. However, the armed aggres-
sion of the Russian Federation creates additional obstacles to access
to the Internet and further damage to the infrastructure of Ukraine,
interruptions in electricity supply and communication. In 2024, the
Ministry of Digital Transformation is planning to launch a test 5G
cellular connection. Covering 100% of the country with high-quali-
ty Internet should also be a priority of state policy.

— The digital gaps refer to the unequal access of individuals to
Internet technologies. Thus, according to the digital literacy survey
conducted by MDT in 2023, about 60% of Ukrainian adults have
basic and advanced digital skills, which is 12.6% more than in 2019
[3]. In spite of that, the percentage of users with undeveloped digital
skills remains high.

— Undeveloped advanced digital infrastructures. For example,
the Internet of Things (IoT) — an advanced concept for collecting and
exchanging data on the Internet, which is not effectively developed
due to the complexity of integration, lack of unified standardization,
high cost, weak cyber security and lack of qualified specialists for
effective implementation.

— Shortage of highly qualified specialists who could facilitate
and speed up the development of the state’s digital economy. This
is due to the complexity of the work of IT specialists in the interna-
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tional market and the lack of opportunity for them to go abroad, the
mobilization and priority participation of IT specialists in military
projects during a full-scale war in Ukraine. The lower level of wages
and working conditions compared to European countries causes the
migration of workers abroad.

Despite all the challenges, Ukraine is the first state to equate
a digital passport with a paper one and is already sharing its ex-
perience of providing electronic administrative services to citizens
through the “Diia” application with other countries. Besides, approx-
imately three million Ukrainians gained access to 4G technology for
the first time in the past few years [2]. From now on, Ukrainians can
develop digital skills on “Diia.Education” platform.

In addition, the Law of Ukraine “On Stimulating the Develop-
ment of the Digital Economy in Ukraine” No. 1667-1X dated July 15,
2021 regarding the operation of a special legal regime “Diia.City” to
establish enabling environment for conducting business in IT sphere
was adopted. Moreover, the Law of Ukraine “On Amendments to
the Tax Code of Ukraine and some other laws of Ukraine regard-
ing the specifics of taxation of business activities of electronic resi-
dents” No. 2654-IX dated October 6, 2022 provides an opportunity
for electronic residents to accomplish business activities in Ukraine,
etc.

In order for the digital economy to develop rapidly, the state
should take a number of measures, such as:

— Removal of legislative barriers preventing the development
of the digital economy. Especially, this concerns data security and
privacy, protection against cybercrime. The reduction of the tax
burden and the availability of credit for entrepreneurs developing
innovative initiatives are also relevant. The implementation of the
tax reform “10-10-10" and the finalization of the state program “Af-
fordable loans 5-7-9%” can have a major impact. In addition, the
functionality of the State Tax Service of Ukraine, started a few years
ago, needs further digitization.
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— State stimulation and assistance to businesses in the use
of innovative technologies, especially in the target industries: mil-
itary-industrial complex, energy, mechanical engineering, etc. The
automation and digitization of business processes, the implementa-
tion of e-document management, and the restructuring of corporate
culture are also important. All this will increase the competitiveness
of companies, reduce costs and increase labor productivity.

— Creation of training programs that will help employees
quickly adapt to the new requirements of the digital economy and
ensure their access to the labor market. Today, almost every profes-
sion requires digital thinking, integration of information technolo-
gies in professional activity, new professions are appearing more
and more often. Ukrainian IT specialists are highly valued abroad,
so the IT industry works more for export due to its high adaptabil-
ity. That is why, Ukraine needs to improve working conditions for
specialists (including foreign ones), create effective and affordable
additional trainings not only in schools and universities, but also at
the state level.

The research of current challenges and opportunities of the digi-
tal economy of Ukraine leads to the following conclusions:

1. Today, it is critically important for Ukraine to prioritize dig-
itization in the economic policy of the state, which is a component
of Ukraine’s national security.

2. Electronic innovations present a chance to effectively opti-
mize Internet processes, increase productivity, reduce costs and
create new prospects for development. The process of digitalization
of the state allows to ensure fast, open and transparent access to in-
formation, which will help to reduce the level of bureaucracy, min-
imize malfeasance and corruption of government representatives,
facilitate and improve the quality of obtaining public services for
citizens, speed up the resolution of tasks, reduce costs for the state,
optimize the state budget.

3. The potential and stability of Ukraine allows us to use the
forced scenario of digital economy advancement in the nearest fu-
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ture and to gain the leading position among European countries
in the export of digital products and services. All this is possible
under the condition of solving the current problems facing the econ-
omy of Ukraine.
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Digitization is the driving force behind the transformation of the
modern economy, and its impact on environmental relations and en-
trepreneurship is significant. In today’s world, environmental issues
are becoming more and more relevant, since the sustainability of the
environment is critically important for sustainable development and
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the future of humanity. Digitization opens up new opportunities for
improving the management and regulation of environmental rela-
tions, increasing the efficiency of resource use and contributing to
the preservation of the environment.

We can agree with the conclusion of scientists O. Vinnyk and
N. Malysheva, that digitalization, as one of the most significant fea-
tures of today, significantly affects not only the economic sphere,
but also all aspects of social development, including ecological and
social, contributing to the implementation of the concept of sustain-
able development [1, p. 250]. At the same time, the concept of dig-
italization of environmental relations should be understood as the
introduction of digital technologies and innovations to optimize
management in the field of ecology by increasing the effectiveness
of measures to protect the natural environment, use nature and en-
sure environmental safety [2, p. 329].

Digitization, including in the field of environmental relations,
is increasingly becoming the subject of scientific discussions. Stud-
ies of various aspects of the digitalization of environmental relations
are presented in the scientific works of O. Vinnyk, N. Malysheva, P.
Kulynycha, N. Ilkov and other scientists in the field of environmen-
tal law. At the same time, it is advisable to investigate in more detail
the impact of digitalization of environmental relations on business
entities, as well as the legal basis for such digitalization.

The main legislative acts in the field of environmental protec-
tion almost do not provide provisions for the digitization of individ-
ual processes, despite the fact that the corresponding measures take
place in practice.

Thus, the Law of Ukraine “On Environmental Protection” [3],
which is the basic legislative act in the field of environmental rela-
tions, does not regulate the digitalization of the environmental in-
dustry, nor does it even establish the directions for the use of digital
technologies. Digitization has not been singled out as a separate area
of state environmental policy in the Law of Ukraine “On the Basic
Principles (Strategy) of the State Environmental Policy of Ukraine
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for the Period Until 2030, which defines the main tasks and mea-
sures of state authorities for the coming years. At the same time,
among the goals of the Strategy is the introduction of electronic gov-
ernance, informatization of the sphere of environmental protection
and nature management at all levels [4].

Individual digitization measures are mentioned in the National
strategy for waste management in Ukraine until 2030, approved by
the order of the Cabinet of Ministers of Ukraine dated November 8§,
2017, in particular, measures to ensure the functioning of the informa-
tion system for providing electronic reporting by business entities that
conduct activities in the field of waste management with waste [5].

Digitization measures are regulated in more detail in the State
Forest Management Strategy of Ukraine until 2035, approved by
the decree of the Cabinet of Ministers of Ukraine dated December
29, 2021. Among such measures are defined: ensuring transparency
of forestry activities in the part of open electronic sale of wood; or-
ganization and support of the electronic information system in the
field of forestry, which will focus on information about all forest
users, in particular, on the monitoring of internal wood consump-
tion, summarized data of electronic wood accounting, the register
of logging tickets, the register of permanent forest users, the register
of certificates of origin of wood, electronic auctions from the sale
of wood, etc.; monitoring the activities of forest users of all forms
of ownership by analyzing data on an electronic portal in the field
of forestry [6].

The Water Strategy of Ukraine for the period until 2050, ap-
proved by the decree of the Cabinet of Ministers of Ukraine dated
December 9, 2022 [7], does not provide for any measures to digitize
the water use industry, although in practice the relevant electronic
registers function and the possibility of obtaining permits for wa-
ter use using an online service is provided (it was before martial
law). At the same time, the Water Code of Ukraine provides for the
possibility of submitting an application by a legal entity, an individ-
ual, or an individual entrepreneur to obtain (reissue, obtain a dupli-
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cate, cancel) a permit for special water use and relevant documents
in both paper and electronic form (Article 49) [8 ].

Digitization measures in the field of subsoil use are defined by
the Subsoil Code of Ukraine. Thus, the operation of a single state
electronic geo-information system for the use of subsoil and its
components is envisaged, which includes: the State Fund of Subsoil
of Ukraine, the state register of special permits for the use of subsoil,
the state register of oil and gas wells, the state register of artesian
wells, the state water cadastre (section “Underground waters”), the
state geological web portal, the electronic cabinet of the unified state
electronic geoinformation system of subsoil use and the electronic
cabinet of the subsoil user, etc. (Article 5-1) [9]. The submission
of documents for obtaining a permit for special subsoil use is pro-
vided through the electronic cabinet of the subsoil user in accor-
dance with the Regulation on the electronic cabinet of the subsoil
user, approved by the Order of the Ministry of Environment Protec-
tion and Natural Resources of Ukraine on March 28, 2023 [10].

The importance and timeliness of these measures is also men-
tioned in the project of the Recovery Plan of Ukraine in the section
“Reconstruction of a clean and protected environment”, where one
of the main tasks that must be carried out to overcome the ineffi-
ciency of state management in the field of environmental protection
and nature management is defined as the digitization of the nature
protection industry [ 11].

To study the impact of digitalization on business entities that
are nature users, it is appropriate to note the important role of the
electronic platform “EkoSystem” — a state-wide ecological automat-
ed information and analytical system administered by the Ministry
of Environmental Protection and Natural Resources of Ukraine and
aimed at ensuring access to environmental information. The main
tasks and functioning of EcoSystem are defined in the Regulation
on the Unified Ecological Platform “EkoSystem”, approved by the
resolution of the Cabinet of Ministers of Ukraine dated October 11,
2021 [12].
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This is a convenient service with digital services for business, as
well as official information from open environmental registers. Cur-
rently, 21 online services out of 29 existing in the environmental sec-
tor are available for business. Over 120,000 permit documents were
issued by business entities during the service’s operation. The most
popular electronic services were: 1) waste declaration (over 58,000
submitted); 2) issuing a logging ticket (over 27,000); 3) certificate
of origin of timber and lumber made from it (almost 14.5 thousand)
[13]. Work on digitalization of services in this area continues.

The user receives access to EcoSystem services through an elec-
tronic account. Login to the system is done using the authorization
service, id.gov.ua. In the electronic cabinet, enterprises can conve-
niently receive services, submit reports, and receive answers to sent
requests [14]. This allows entrepreneurs to minimize the time to re-
ceive the service, as well as corruption risks.

Among the most popular digital services for business entities
provided through EcoSystem, the following can be distinguished
[15]. Services in the field of waste management that business en-
tities receive include: obtaining / reissuance / suspension of valid-
ity / restoration of validity / narrowing of validity / cancellation
of a license for conducting economic activities for the management
of hazardous waste; submission of an application for verification
of the compliance of the material and technical base of the license
applicant; submission of a waste declaration (for entities of econom-
ic activity — generators or owners of waste); obtaining an opinion
on cross-border transportation of waste included in the Green list
of waste (according to the Basel Convention); permission to carry
out waste processing operations; waste transfer service; electronic
reporting form of waste accounting.

In the forestry sector, business entities can receive the follow-
ing online services: issuance of a special permit for the special use
of forest resources — logging ticket; certificate of origin of timber
and lumber made from it (is a mandatory document for export).
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In the field of atmospheric air protection, it is possible to obtain
the following online services: state registration of the installation
in the Unified register for monitoring, reporting and verification
of greenhouse gas emissions; state registration of the facility in the
National Register of Emissions and Transfer of Pollutants; state reg-
istration of objects that have or may have a harmful effect on human
health and the state of atmospheric air, types and volumes of pollut-
ants emitted into the atmosphere (removal from state registration,
adjustment of types and volumes of emissions).

Through the electronic cabinet of the subsoil user, services are
provided for the registration of a special permit for the use of subsoil.

Given that it is prohibited by law to start the implementation
of a planned activity without obtaining a conclusion on the assess-
ment of the impact on the environment and obtaining a decision on
the implementation of the planned activity, it is important for busi-
ness entities to be able to obtain such a conclusion using the Ecosys-
tem electronic platform.

Therefore, the conducted analysis gives reasons to claim that
digitalization is an effective tool for interaction between the state
and business, including in the field of environmental relations. It
ensures transparency, availability of services and data, which are
generated and summarized with the help of electronic resources, the
possibility of quick response to changes and the adoption of rea-
soned decisions by relevant authorities, minimization of the corrup-
tion component. This contributes to the creation of a more balanced
and sustainable economy, where businesses can cooperate with gov-
ernment agencies to achieve common goals in the field of environ-
mental protection.

The analysis of the legislation gives reason to conclude that
there is no single terminology “digitalization” when defining the
relevant information and communication activities that are carried
out through Internet resources. At the same time, the relevant digiti-
zation measures are not systematically regulated. Digitization of en-
vironmental relations should be determined as a priority direction
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of the state environmental policy. It is at the level of the law (strate-
gy) that priority areas in the field of environmental protection, nature
management, and environmental safety that will be subject to digita-
lization should be determined. In addition, digitalization should be
included in the principles of environmental protection (according to
Article 3 of the Law of Ukraine “On Environmental Protection”).
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The development of social relations in Ukraine, associated with
radical transformations in the conditions of building a market econo-
my, the establishment of economic and entrepreneurial activities, the
strengthening of financial, banking, and other spheres of the state’s
functioning, necessitates the important role of legal means in this
process. These means serve not only as regulators of the mentioned
social relations but also as tools for preventing criminal offenses. In
this context, the sharpest weapon against subjects of criminal offens-
es in the economic sphere is criminal liability and other measures
of criminal-legal influence.

One of the main groups of criminal-legal norms that provide for
responsibility for encroachments in the economic relations sphere
is concentrated in Chapter VII “Criminal Offenses in the Sphere
of Economic Activity” of the Special Part of the Criminal Code
of Ukraine (hereinafter — the CC of Ukraine). The norms of this
chapter were created in the context of the draft CC of Ukraine from
1993 to 2001, with the developers considering elements of continu-
ity, as these actions traditionally bore the name “Economic Crimes”
in all criminal codes of Ukraine (1922, 1927, 1960).

However, changes occurring in social relations could not but af-
fect the content of the current CC of Ukraine for several reasons.
Thus, the legislator adjusted several articles taking into account the
acquired experience or the requirements of the time, while others
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became the product of subjective influence and fluctuations in the
processes of criminalization and decriminalization of actions in the
business sphere. In particular, 20 articles were excluded from the
mentioned chapter, which related to: the procedure for engaging
in economic activity, currency regulation, actions in the sphere
of trade services and measuring instruments, and others. At the same
time, actions related to counterfeit products, gambling business,
raiding, bankruptcy, insider information, etc., were criminalized.
These changes were prompted not only by transformations in busi-
ness relations but also by the shortcomings of the criminal-legal
doctrine, and at times — unmotivated actions and legal ignorance.

It is no coincidence that criminals who commit economic crimes
are openly “surprised” by the high risks of severe punishment faced
by their “colleagues” who commit common criminal offenses such
as robbery, extortion, and assault, claiming that criminal business
activities are not only “safer” but also significantly more “profit-
able.” There might be some criminal logic to this, as property crimes
in Ukraine annually account for about 60% of total crime, while
criminal offenses in the economic sphere barely reach 2%.

The development of economic social relations in certain areas
has shown not only the necessity of reinstating some criminal-law
prohibitions but also expanding their scope to prevent criminal en-
croachments on the country’s economy. For instance, Ukraine’s
choice of a European development vector has led to a certain open-
ness of state borders for freer movement of goods, which in turn led
to the decriminalization of so-called “commodity smuggling.” The
subjects of Article 201 of the Criminal Code of Ukraine were limited
by the legislator to the illegal movement of cultural values and cer-
tain other dangerous and prohibited items and substances. However,
these changes in the composition of criminal offenses led to a sharp
increase in illegal smuggling of excisable and other goods, as only
administrative liability was provided for such offenses, which could
not be an effective means of influencing offenders. Consequently,
under martial law conditions, the legislator not only reinstated the
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prohibition on smuggling goods in the newly created Article 201-
3 of the Criminal Code of Ukraine but also had to criminalize the
smuggling of excisable goods in Article 201-4 of the Criminal Code
of Ukraine. This example clearly demonstrates that the norms of this
chapter should be directly aimed at protecting economic relations.

In this context, it should be noted that one of the key provisions
of the science of criminal law regarding the system of criminal leg-
islation and its structure, particularly the Special Part, is the doctrine
of the object of a criminal offense. Based on the title of the section
“Criminal Offenses in the Sphere of Economic Activity” in the cur-
rent Criminal Code of Ukraine, which is the subject of our consid-
eration, the generic object of these actions is social relations in the
sphere of economic activity, which, in our opinion, does not always
accurately reflect its content. The reason for this phenomenon may
be the insufficient legal definition of the essence of social relations
protected by criminal law.

In our opinion, a key point to consider is the essence of the re-
lationship between such social phenomena as “economy’ and “eco-
nomic activity.” Given that all the most important social relations are
declared in the Constitution of Ukraine, it should be noted that Part
4 of Article 13 proclaims: “The state ensures the protection of the
rights of all subjects of ownership and economic activity, the social
orientation of the economy” (our emphasis — V.M.). In subsequent
constitutional norms, terminology related to the terms “economy”
and “economic” is used quite frequently (statistically — 25 instanc-
es). As for the term “economic activity,” apart from the above-men-
tioned Article 13, the legislator uses it only twice in Article 137
in such formulations as “agriculture” and “housing economy.”

Thus, the above shows that constitutional provisions in the sys-
tem of social relations give priority to the concept of “economy”
rather than “economic activity” and realistically orient society to-
wards the understanding that economic relations are fundamental to
its existence. In our conviction, this conclusion is because the econ-
omy has always been and remains the basis of any mode of material
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production. The thesis that the economy is a set of production rela-
tions that constitute the economic structure of society, its real basis,
has not yet been refuted by anyone. It should also be agreed that the
obvious advantage of this approach is that economic activity in its
structure includes both the production and non-production spheres,
and thus is a broader concept than economic activity.

Of course, such a conclusion in no way diminishes the impor-
tance of economic, entrepreneurial, financial, banking, privatiza-
tion activities, taxation, customs, and other spheres. However, all
of these can be protected within the framework of the generic object,
which is social relations in the economy.

In this regard, the new approach to resolving this issue in the draft
of the new Criminal Code of Ukraine should be supported. The pro-
posed Book Six “Criminal Offenses Against the Economy” encom-
passes such components as: Chapter 6.1 “Criminal Offenses Against
Property,” Chapter 6.2 “Criminal Offenses Against Intellectual Prop-
erty,” Chapter 6.3 “Criminal Offenses Against Finances,” Chapter 6.4
“Criminal Offenses Against the Order of Economic Activity,” Chapter
6.5 “Criminal Offenses Against the Order of Use of Natural Resourc-
es” . Thus, social relations in the sphere of the economy take their
rightful place among the objects protected by the law on criminal lia-
bility. Of course, the presented structure of criminal offenses against
the economy is not the final version of the future component of the
Special Part of the criminal code, as its provisions can be debated,
changed, and supplemented. Nevertheless, its model serves as an im-
portant guide for continuing legislative work in this direction.

It appears that the proposed legislative innovation finally re-
solves both the issue of legislative implementation of the scientific
concept of the classification of objects of criminal offenses “verti-
cally” (general, generic, specific, direct), and acknowledges that the
criminal-legal protection of the economic sphere should be carried
out on the principles of a modern, scientifically justified, criminal-le-
gal doctrine, which will serve more effective protection of economic
relations in Ukraine.
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At the same time, considering that the process of creating a new
Criminal Code of Ukraine is taking place in the context of the de-
velopment of modern digital technologies directly related to the
economy, it is deemed necessary to draw attention to the provisions
of the Law of Ukraine “On Public Electronic Registers” dated No-
vember 18, 2021 , which establishes the legal, organizational, and
financial principles for the creation and functioning of public elec-
tronic registers to protect the rights and interests of individuals and
legal entities during the creation, storage, processing, and use of in-
formation in public electronic registers. The practice of functioning
of these and other registers shows that their resources contribute to
determining the objective situation in certain sectors and the econo-
my, ensuring transparency, control, and efficiency of economic and
business relations in Ukraine, and thus should timely influence their
condition and development.

At the same time, as demonstrated by jurisprudence, relevant
registries play a crucial role in detecting, disclosing, and prevent-
ing criminal offenses in the economic sphere. An illustrative exam-
ple in this regard is the application of Article 205-1 of the Criminal
Code of Ukraine, which provides for criminal liability for forgery
of documents submitted for state registration of legal entities and
individual entrepreneurs, as this provision serves as a tool for pre-
venting such a dangerous phenomenon as raiding. Considering the
rapid development of modern digital technologies in society, as well
as the proliferation of challenges associated with criminal encroach-
ments on them, it would be appropriate in future criminal legislation
to provide for criminal liability for unlawful encroachments on in-
formation and cyber security, including illegal interference with the
functioning of the public registers.
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Digitalisation has covered almost all spheres of public life, the
economy, and relations between government agencies and business
entities. Public electronic registers can be considered a significant
product of digitalisation, one of which is the State Agrarian Register
(SAR). Practice shows that although this Register contains informa-
tion about more than 95,000 agricultural producers, not everyone
knows about the purpose and capabilities of this register, and there-
fore is in no hurry to join it.

The formation of the legal framework for the functioning of the
State Agency for Agricultural Research began in 2020 with amend-
ments to the Law of Ukraine ‘On State Support of Agriculture
in Ukraine’ (the Law). Later, the Laws of Ukraine ‘On the National
Informatisation Programme’, ‘On Public Electronic Registers’ and
others were adopted, which create a general legal framework for the
functioning of public electronic registers. At present, the issues of cor-
relation between general and special legislation, which should ensure
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the efficiency of the functioning of the SAR, need to be analysed.

In legal science, the issue of digitalisation in the economic
sphere has been actively developed by O. Vinnyk, L. Mashkovska,
O. Shapovalova and some others, but the legal basis for the function-
ing of the SAR requires additional analysis. Accordingly, the chosen
topic is relevant and is devoted to specifying the legal framework for
the functioning of the SVA.

The legal definition of digitalisation as the process of introducing
digital technologies into all spheres of public life (Article 2 of the Law
of Ukraine ‘On Public Electronic Registers’) allows us to state that the
introduction of such technologies enables a business entity to operate
remotely, store and process significant amounts of data, receive cer-
tain administrative services, have unlimited access to information for
all or a certain number of users, and makes interaction between busi-
ness entities and public authorities or local self-government bodies
Today, public electronic registers have become a way to accumulate
and exchange certain information about business entities.

Some researchers highly appreciate the importance of these reg-
isters, noting that they play the role of universal legal mechanisms
designed to ensure order in a particular area by accumulating and us-
ing the information necessary for its functioning. The use of digital
technologies to ensure the functioning of public electronic registers
confirms that these registers are an important component of digital-
isation [1, p. 138].

According to Art. 6 of the Law of Ukraine ‘On Public Electronic
Registers’, the system of registers of the State Aid does not belong to
the basic registers, which are all named, but to other registers. By the
way, digital registers of support for farmers have been introduced
in such countries as: Ireland, Estonia, Spain, Italy, the Netherlands
and other EU countries [2].

The State Agrarian Register is defined as a state automated in-
formation system for collecting, recording, storing, processing and
providing information on agricultural producers and their agricul-
tural activities (Article 2 of the Law).
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In addition to the provisions of the Law of Ukraine ‘On State
Support of Agriculture of Ukraine’, the functioning of the State
Agrarian Register is ensured by the Procedure for Maintaining and
Administering the State Agrarian Register, the List of Information
of the State Agrarian Register, approved by the Resolution of the
Cabinet of Ministers of Ukraine No. 573 of 2 June 2021.

The legislator has defined the purpose of the SAR as a comprehen-
sive integration of information on agricultural producers, their property,
land, environmental, labour, financial and credit and other rights and
characteristics (part 1 of Article 2-2 of the Law). At the same time, the
provisions of Articles 2-2 and other of the Law allow us to state that
the main purpose of the SAR is to collect information on agricultural
producers applying for various types of state support. In particular, this
follows from the list of rights of agricultural producers (Art. 2-2 of the
Law), as well as from the information officially published about the
SAR. In particular, it is stated that the SAR was created by the Min-
istry of Agrarian Policy and Food of Ukraine with the aim of efficient
and transparent attraction and distribution of all types of support for
Ukrainian farmers, both at the expense of the state budget and in the
form of soft loans, international grants or technical assistance [2].

The second important purpose of the SAR is to obtain permits
for agricultural producers.

The SAR is maintained at the expense of the state budget, is state
property and, as part of the National Archival Fund, is subject to
lifelong storage. The implementation of the SAR is supported by the
European Union and the World Bank.

Based on the analysis of the provisions of Articles 2-2 of the
Law, the legal basis for the functioning of the SAR can be summa-
rised. They include, in particular: 1) voluntary principles of keeping
(agricultural producers voluntarily enter reliable information about
themselves); 2) electronic information interaction with other state
registers and cadastres containing information about agricultural
producers; 3) ensuring electronic interaction between individuals
and legal entities, state bodies, local self-government bodies, admin-
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istrative service centres for the purpose of implementing the state
agricultural policy, including providing state support to agricultural
producers, 4) providing agricultural producers with access to a per-
sonal electronic account and management of their profile; 5) grant-
ing agricultural producers who have registered with the SAR cer-
tain rights to receive state support, free access to information about
themselves and its use for obtaining permits, etc.

Attention should be paid to the compliance of provisions of gen-
eral and special legislation on public electronic registers. For exam-
ple, in terms of free and accessible registration data as one of the
principles of activity in the field of public electronic registers (Arti-
cle 3 of the Law of Ukraine ‘On Public Electronic Registers”).

According to the SAR application, it is already connected to
the Unified State Register of Legal Entities and Individual Entre-
preneurs, the State Land Cadastre, the State Register of Property
Rights, and the Unified State Register of Animals [2]. It is important
to note here the principles of operation of the SAR, in particular
the principle of openness and accessibility of SAR data, the legality
of their receipt, dissemination and storage, and the principle of no
duplication of data from other registers, cadastres and information
systems.

Along with the positive factors of the SAR functioning, it should
be agreed that one of the main threats to the functioning of all pub-
lic electronic registers is the growth of cybercrime, the lack of se-
cure exchange of identification data of individuals and legal enti-
ties processed in the information systems of public authorities and
the private sector [3, p. 117]. However, it is declared that the data
of the electronic cabinet of the agricultural producer in the SAR
will be available only to the Ministry of Agrarian Policy and Food
of Ukraine, as well as to third parties to whom the producer has
personally granted access to the data [2]. However, overcoming cy-
bercrime is not possible only by means of legal action, but requires
the use of a wide range of other remedies.
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Thus, the SAR contributes to more efficient management and
use of agricultural resources, ensures transparency, legal security
and support for agricultural development.

To summarise, the SAR is one of the public electronic regis-
ters, and its functioning helps agricultural producers to solve two
tasks: obtaining state support and obtaining permits, and the Minis-
try of Agrarian Policy and Food of Ukraine to accumulate and use
information on property, land, environmental, labour, financial and
credit and other rights and characteristics of agricultural producers.
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At the beginning of the development of digital technologies, the
level of service provision in the modern state inevitably has to un-
dergo a stage of digital transformation, which involves the gradual
reformation of all state services into convenient online services. In
particular, the IT sector requires special conditions for future de-
velopment, including improved approaches to the administration
of taxes and fees in this industry. Therefore, studying the peculiari-
ties of the Diia.City legal framework establishment and its taxation
features is highly relevant today.

The issue of taxation of IT companies’ activities has been stud-
ied by domestic scientists such as A.O. Tymoshenko, Y.V. Tysh-
chenko, O.M. Vinnyk, S.M. Veretyuk, and others. For instance, Y.V.
Tyshchenko examined the legal regime of ‘Diia City’ as a factor
in attracting investments [1, p. 31], while A.O. Tymoshenko’s publi-
cations are dedicated to the study of fiscal policy peculiarities in the
taxation of IT services [2, p. 47].

Today, the establishment of one of the best environments in the
region for the development of IT products and the launching of start-
ups is defined by the Government in the National Economic Strategy
for the period up to 2030 (hereinafter referred to as ‘the Strategy’)
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as one of the strategic objectives for the country’s development.
Furthermore, the Strategy identifies several challenges and impedi-
ments to achieving these goals, such as the low share of production
of complete IT products in the industry, the absence of a simplified
taxation regime for the IT sector (IP box), malpractice and unlaw-
ful interference by law enforcement and regulatory officials in the
business of IT companies, as well as an uncertain tax policy and
regulatory environment. To achieve these committed goals, amend-
ments to the Tax Code of Ukraine were initiated to establish a virtual
legal framework for the optimization of taxation and the reduction
of shadow activity in the IT industry. In connection with these com-
mitments, the Law of Ukraine ‘On Stimulating the Development
of the Digital Economy in Ukraine’ (hereinafter referred to as ‘the
Law’) was enacted [3]. The Law aims to guarantee the stability and
consistency of tax rates and to prevent any deterioration of taxation
conditions [4, p.73, 77]. The Law determines the organizational, le-
gal, and financial grounds for the functioning of the legal framework
Diia.City, which aims to stimulate the development of the digital
economy in Ukraine by creating supportive conditions for inno-
vative business activity, building digital infrastructure, attracting
investments, and bringing in talented specialists. Additionally, the
Law guarantees the preservation of the Diia.City legal regime and
its stability, as stipulated by the Law and other laws of Ukraine. It
specifies corporate income taxation, personal income taxation pe-
culiarities and payment peculiarities of single contribution for Diia.
City residents within a defined period, including the prohibition
of limiting or narrowing the scope of rights and guarantees provided
by the Diia.City legal regime, as well as the inadmissibility of in-
creasing the regulatory burden on Diia.City residents during for an
unlimited period, but not less than 25 years from the date of entry
of the first Diia.City resident in the Diia.City register.

Moving forward with the development of the Strategy, numer-
ous amendments were introduced by the enacted Law of Ukraine
‘On Amendments to the Tax Code of Ukraine and Other Laws
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of Ukraine on Stimulating the Development of the Digital Economy
in Ukraine’, resulting in the implementation of some of the Strate-
gy’s objectives, including the introduction of the Diia.City virtual
tax environment [5].

Thus, a resident of Diia.City can be an IT company registered
in Ukraine that offers its engaged employees and gig-specialists,
whose average number must be at least 9, an average monthly re-
muneration of at least the equivalent of EUR 1,200. The amount
of qualified income of the IT company must be at least 90% of the
amount of its total income from the following business activities:
computer programming (development, modification, testing, and
technical support of software), development of online platforms
and cloud services, activities in the field of IT education, organiza-
tion of eSports competitions, ensuring cybersecurity of information
and communication systems, digital marketing, creation and main-
tenance of large databases, conducting transactions related to the
circulation of virtual assets, development of artificial intelligence,
development in the field of international payment systems, hosting,
cloud data centers, and other activities stipulated in part 4 of Article
5 of the Law. Currently, 985 companies registered in Ukraine have
become residents of Diia.City, including EPAM, SoftServe, Global-
Logic, Luxoft, Ciklum, and others [6].

Worth mentioning, that the reduction of shadow activity in the
IT industry is deemed one of the reasons for the establishment
of the virtual tax environment Diia.City, aimed to offer an alterna-
tive model of cooperation with highly qualified specialists taking
into account that IT business within its client’s delivery structure
is actively engages and utilize individual entrepreneurs (hereinafter
referred to as the ‘IE’). Such IEs are widely use simplified taxation
system which lead tax evasion and disguising labour relationships.
For instance, an IE single tax payer of Group III pays 5% of any
income and a minimum unified social contribution of 22%, while an
employee under an employment contract has a tax burden of 41.5%.
This discrepancy leads to misuse of the simplified taxation system,
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a formal increase in unemployment, and ultimately, the shadowing
of the economy as a whole.

The provisions of Article 43 of the Constitution of Ukraine stip-
ulate that everyone has the right to labour, including the possibility
to earn a living by labour that he or she freely chooses or to which he
or she freely agrees. The State creates conditions for citizens to fully
realize their right to labour, guarantees equal opportunities in the
choice of profession and types of labour activity, and implements
programs of vocational education, training, and retraining of per-
sonnel according to societal needs. Analyzing this constitutional
guarantee in the context of the Law, it is possible to conclude that
the provisions of the Law expand abilities and create conditions for
citizens to fully realize their right to labour in the digital environ-
ment. This is one of the primary aims for the establishment of the
virtual taxation legal regime Diia.City, within which the state offers
multiple ways to realize the right to labour [7, c.88].

Therefore, the Law stipulates that a Diia.City resident has the
right to engage any specialists on the basis of employment agree-
ments (contracts), specialists such as gig-specialists on the basis
of gig-contracts, and individual entrepreneurs on the basis of other
civil law or commercial law contracts.

According to the Law, a resident of Diia.City is deemed to be
the tax agent of a taxpayer, specifically a gig-specialist of a resident
of Diia.City, when accruing (paying) income in his favor. This in-
come may be in the form of salary, other incentive and compensa-
tion payments, or other payments and remuneration accrued (paid,
provided) to the taxpayer in connection with employment relations
or in connection with the execution of a gig-contract. Besides, a res-
ident of Diia.City is obliged to accrue and pay a single contribution
to the compulsory state social insurance for a gig-specialist in the
amount of the minimum insurance contribution, which is 22% of the
minimum wage [8]. At the same time, the income of gig-specialists
in the form of remuneration under a gig-contract is taxed at a special
personal income tax rate of 5%, provided that the amount of such
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income for the year does not exceed the equivalent of EUR 240,000
(applied to the total income under all gig-contracts, i.e., the total
annual taxable income), as well as 1.5% of the military fee. The
taxpayer (gig-specialist) pays additional tax at the rate of 18% on the
excess amount and submits an annual tax return [9].

In summary, it can be concluded that the establishment of the
Diia.City tax regime has achieved another goal aimed at unshadowing
the IT industry, namely the legislative consolidation of gig-contracts,
which combine labour and civil law relations with a flexible approach
to personal income taxation of gig-specialists. Such changes will help
create positive incentives for the development of the digital economy
in the country, facilitate the transition of IT companies to the virtu-
al tax environment of Diia.City, and become a key driver of further
growth of the Ukrainian economy in the future.
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After February 24, 2022, Ukrainian people and business were
forced to live and work in new reality. Lots must find how to in-
tegrate quickly in the EU society and its internal market. And one
of the forms of such integration is movement of capital in the digital
age. But nevertheless, it is stated that in the EU there is a free move-
ment of capital, it has rules. So the freedom is not absolute.
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The freedom of capital movement is one of the four fundamental
freedoms alongside free movement of goods, persons, and services.
It assists in operation of the EU internal market.

The development of this freedom was not fast. It is directly con-
nected with long-lasting release of capital markets and reluctance
of states to deeper liberalization in this area. Free movement of cap-
ital relates to cross-border transfers of financial assets, investing
in shares and in immovable property, in the financial participation
of foreigners in domestic enterprises etc. The actual opening of the
markets for the investors has a significant connection with the area
of state economic policy and taxation.

I’d like to indicate that free movement of capital is one freedom
with two subcategories. First one is connected with capital move-
ment, the second one — with payment movement. Both freedoms
have parallel legal regime within the European Union. But each
Member State of the European Union may have its own legal rules
for the free movement of capital and payments between them and
third countries. This characteristic this freedom was upheld also by
the European Court of Justice in decision 203/80 Casati when Court
pointed out that the free movement of capital, in addition to the free
movement of goods, persons and services, forms the fundamental
freedom within the Community [1].

The European Court of Justice in the Case 286/82 and Case
26/83 [2] indicated that movement of capital is financial transac-
tions that are significantly related to the investment of the relevant
funds. In the Case 7/78 [3] the European Court of Justice stated that
movement of capital takes place when financial resources located
in a country are used to finance another country, and the investment
is not transferred back to the country of original location of financial
resources within a reasonable time. Also the notion of movement
of capital was considered by European Court of Justice in many oth-
er cases. e.g. Case 171/08 [4]; Case 483/99 [5] etc.

The “Capital and Payments” chapter of the Title IV: Free Move-
ment of Persons, Service and Capital of the Treaty on the Function-
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ing of the European Union (TFEU) sets out the provisions regarding
capital and payments [6]. It covers three main sub-areas [6]:

Capital movements and payments

Payment systems

Fight against money laundering.

In the field of capital movements and payments, capital is de-
fined as financial operations aiming investment and gaining profit
which are the following:

e direct investments,

e investments in real estate,
operations in securities dealt in on the capital markets,
operations in securities and other instruments dealt in on the
money market,

e operations in current and deposit accounts with financial in-
stitutions,

e credits related to commercial transactions or to the provi-
sion of services in which resident is participating,

e financial loans and credits,

e sureties, other guarantees and rights of pledge,

e transfers in performance of insurance contracts,

e personal capital movements,

e physical import and export of financial assets,

e other capital movements.

In the Article 63 of the TFEU it is pointed out that all restrictions
on the movement of capital between Member States and between
Member States and third countries shall be prohibited. This prohi-
bition works only when the restrictions are based on nationality [6].

Pursuant to Article 65 of the TFEU, the provisions of Article 63
shall be without prejudice to the right of Member States:

e to apply the relevant provisions of their tax law which dis-
tinguish between taxpayers who are not in the same situation with
regard to their place of residence or with regard to the place where
their capital is invested;
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e to take all requisite measures to prevent infringements
of national law and regulations, in particular in the field of taxation
and the prudential supervision of financial institutions,

e to lay down procedures for the declaration of capital move-
ments for purposes of administrative or statistical information

e to take measures which are justified on grounds of public
policy or public security [6].

The exceptions on free movement of capital are generally im-
plemented in the field of taxation, prudential control, prevention
of money laundering, public policy priorities and sanctions that are
defined in accordance with common foreign and security policy.

The origin of capital is the criterion in cases of discrimination.

Article 63 TFEU prohibits [6]: unequal treatment between do-
mestic and foreign capital, other forms of restrictions on the free
movement of capital, such as the authorization scheme; in the form
of obstacles that may discourage from the exercise of free move-
ment of capital; or in the form of measures that degrade movement
of capital to just theoretical, illusory possibility.

The European Court of Justice, e.g. in Case 101/05 [7] and oth-
ers, stated out that the prohibition of restrictions on free movement
of capital has direct effect: Article 63 TFEU contains a clear and
unconditional prohibition, which does not require further imple-
mentation and is therefore applicable in proceedings before national
courts and in case of conflict with the national legislation it should
take precedence.

As to the legal regulation of payment systems, the European
Union adopted in 2015 a new directive on payment services (PSD
2 — Directive (EU) 2015/2366 of the European Parliament and
of the Council of 25 November 2015 on payment services in the
internal market, amending Directives 2002/65/EC, 2009/110/EC
and 2013/36/EU and Regulation (EU) No 1093/2010, and repeal-
ing Directive 2007/64/EC) to improve the existing rules and take
new digital payment services into account [8] and Regulation (EU)
2021/1230 of the European Parliament and of the Council of 14 July
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2021 on cross-border payments in the Union (codification)) on
charges for cross-border payments in euro [9].

As to the legal regulation of fight against money laundering, the
European Union adopted Directive (EU) 2015/849 of the European
Parliament and of the Council of 20 May 2015 on the prevention
of the use of the financial system for the purposes of money launder-
ing or terrorist financing, amending Regulation (EU) No 648/2012
of the European Parliament and of the Council, and repealing Direc-
tive 2005/60/EC of the European Parliament and of the Council and
Commission Directive 2006/70/EC on anti-money laundering and
combating terrorist financing [10].

But the European Commission did not stop on that and proceed-
ed to further strengthen the EU’s fight against money laundering and
terrorist financing.

On 7 December 2022, EU Council (ECOFIN) agreed its po-
sition on an anti-money laundering (AML) regulation and a new
directive (AMLDG6) and the proposal for a recast of the transfer
of funds regulation which will together form the new EU AML rule-
book once adopted.

The creation of a new EU authority that will transform AML/
CFT supervision in the EU and enhance cooperation among finan-
cial intelligence units (FIUs) is at the heart of the new legislative
package. The package also includes arrangements for:

— accelerating access to bank account information,

— limiting the amount of cash withdrawals from banks with
10,000 euros (Member states will have the flexibility to impose
a lower maximum limit if they wish),

— introducing a monitoring mechanism for transfers of crypto
assets: entire crypto sector, obliging all crypto-asset service pro-
viders (CASPs) to conduct due diligence on their customers. This
means that they will have to verify facts and information about their
customers. In its position, the Council demands CASPs to apply
customer due diligence measures when carrying out transactions
amounting to €1000 or more, and adds measures to mitigate risks
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in relation to transactions with self-hosted wallets. The Council also
introduced specific enhanced due diligence measures for cross-bor-
der correspondent relationships for crypto-asset service providers,

— third-party financing intermediaries, persons trading in pre-
cious metals, precious stones and cultural goods, will also be subject
to the obligations of the regulation, as will jewellers, horologists and
goldsmiths,

— third countries that are listed by the Financial Action Task
Force (FATF) will also be listed by the EU “black list” and a “grey
list”, reflecting the FATF listings,

— the Council clarifies that beneficial ownership is based on two
components — ownership and control — which need to be analysed
in order to assess how control is exercised over a legal entity, and
to identify all natural persons who are the beneficial owners of that
legal entity. Related rules applicable to multi-layered ownership
and control structures are also clarified. The Council also spells out
further how to identify and verify the identity of beneficial owners
across types of entities, including non-EU entities. Data protection
and record retention provisions are also clarified. This is expected to
make the work of the competent authorities easier and faster [11].

So, as we can see in the EU the legal regulation of movement
of capital is developing due to the digital era. And Ukraine must be
ready also to implement such regulation in its legislation.
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The digitization of human life in all its dimensions cannot be
stopped. New versions of software, generative text models, which
can easily solve problems previously accessible only to the human
mind, appear almost every year. Against this background, the issue
of competition between legal rules and software algorithms in the
field of enforcement proceedings attracts special attention.

Repeated and frequent changes in the procedural legislation
of Ukraine (Code of Commercial Procedure of Ukraine, 1991, pt. 4
art. 327; Civil Procedure Code of Ukraine, 2004, pt. 4 art. 431; Code
of Administrative Proceedings of Ukraine, 2005, pt. 4 art. 373) lead
to the conclusion that during 2020-2022, the legislator persistent-
ly experiments with the form of presentation of enforcement docu-
ments by courts (electronic or paper). Despite the noticeable desire
of the legislator to “play” with the form of the enforcement docu-
ment, hinting that the electronic form of the enforcement document
is not its only form, nevertheless the law, which regulates procedur-
al issues related to the execution of court decisions in commercial,
civil and administrative cases, did not provide and does not provide
(except for transitional provisions) other form of enforcement docu-
ment than electronic. Other legislative provisions also provide only
for the electronic form of the enforcement document.

Instead, in accordance with the current version of clause 19.1
of the Transitional Provisions of the Code of Commercial Proce-
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dure of Ukraine (similar provisions are provided in the Civil Proce-
dure Code of Ukraine and the Code of Administrative Proceedings
of Ukraine), before the day the Unified State Register of Enforce-
ment Documents (hereinafter - USRED) starts functioning, execu-
tion and issuance of enforcement documents shall be carried out by
the court that adopted the relevant judgment, in paper or electronic
form by using The Unified Judicial Information and Telecommuni-
cation System (hereinafter — UJITS) or its separate subsystem (mod-
ule) that provides document exchange.

At the same time, the specified transitional provisions do not es-
tablish the rules (procedure) for issuing enforcement documents by
courts before the day the USRED starts functioning, referring only
to “using the UJITS or its separate subsystem (module) that provides
document exchange”.

At the end of June 2022, the State Judicial Administration
of Ukraine (hereinafter — SJA of Ukraine) reported that, due to the
lack of budget allocations, the software of the USRED had not been
developed, and as a result, the impossibility of ensuring compliance
with the requirements of the procedural codes of Ukraine (“Joint
Order Issued by the State Judicial Administration of Ukraine and the
Ministry of Justice of Ukraine,” 2022).

Instead, already in September 2023, the SJA of Ukraine present-
ed the service of sending electronic enforcement documents to the
parties, as well as the possibility of submission them for enforcement
in electronic form (“New service in the Electronic Court”, 2023).
As a result of the partial digitalization of enforcement proceedings,
the legislation established the possibility of electronic information
interaction of the subjects of enforcement proceedings using the Au-
tomated System of Enforcement Proceedings (hereinafter — ASEP).

Simultaneously, the requirements for a signature of an authorized
person and a seal on enforcement document were excluded from the
legislation, although such a decision of the legislator caused admo-
nition and even discomposure of the Ministry of Justice of Ukraine
(Horovets Y., 2024). However, this concern (as well as the corre-
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sponding legislative changes) did not affect the practical activities
of the bodies and persons who carry out enforcement of judgments.

The repeal of the provisions of the Law of Ukraine “On Enforce-
ment Proceedings” about execution and issuance of enforcement
documents (in particular, in paper form) is one of the consequences
of the inconsistent state policy in the field of digitization of enforce-
ment proceedings. Enforcement documents are not only documents
issued by courts, but also enforcement inscriptions of notaries, cer-
tificates of commissions on labor disputes, resolutions of bodies
(officials) authorized to consider cases of administrative offenses,
decisions of other state bodies, which today are issued mainly in pa-
per form. Therefore, the abolition of requirements for the details
of enforcement documents in paper form creates uncertainty of the
rules for issuance and submission such documents for enforcement.

Insufficient legal provision of real digitalization of enforcement
proceedings complicates the formation of legal mechanisms to pre-
vent abuse during submission documents for enforcement. Gaps
in the rules for issuance of enforcement document actually make
it impossible for the collector to submit an electronic document for
enforcement in accordance with law, since the current legislation
does not provide the issuance of the original enforcement document
to the collector.

What is the practice of issuance and submission documents for
enforcement today? In the conditions of the legislative uncertain-
ty described above, the SJA of Ukraine issued a Clarification No.
15-12512/23 (2023, October 19) on the procedure for issuance and
submission documents for enforcement in electronic form and infor-
mation on the functioning of the service (hereinafter — Clarification).

Despite the fact that neither the law nor the Regulations on the SJA
of Ukraine provide for the authority of the SJA of Ukraine to give in-
structions to the courts of Ukraine, and even more so, the participants
of enforcement proceedings, instructions about the issuance (submis-
sion) of enforcement documents by them or on other issues, the Clari-
fication was not recognized as illegal and was not canceled, but it also
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became the only document that currently regulates the procedure for
issuance and submission documents for enforcement.

The Clarification sets out the “Procedure for functioning of the ser-
vice of issuance and submission documents for enforcement in elec-
tronic form”, which provides that in order to send an electronic enforce-
ment document to the electronic office of the collector and the debtor,
the courts must follow the algorithm defined in the Clarification.

Particular attention is paid to the efforts of the SJA of Ukraine
to establish in the Clarification the rules for correcting errors in en-
forcement documents, which oblige courts to recognize the enforce-
ment document as unenforceable on grounds not provided for by
procedural legislation, and to issue a new enforcement document
in a manner not prescribed by law.

In Clarification the SJA of Ukraine establishes not only the pro-
cedure for issuing enforcement documents by courts in electronic
form, which is not prescribed by law, but also the extralegal pro-
cedure, deadlines and even the duty of the collector to apply to the
court for obtaining the enforcement document in paper form.

The results of the research lead to the following conclusions:

the current legislation of Ukraine does not contain provisions
regarding the rules (procedure) for issuance enforcement documents
by courts and submission them to enforcement during the transition
period before the day the USRED starts functioning. At the same
time, providing for the possibility of the courts to issue enforcement
documents in paper form during the transitional period, the current
procedural legislation does not establish the procedure or rules for
their issuance. On the other hand, the procedure for issuance of en-
forcement documents by courts in electronic form is established
only under the conditions of the USRED functioning;

fairly frequent and contradictory changes to the procedural leg-
islation, which establishes the rules for the enforcement of court
judgements, allow us to assert the inconsistency of the legislator
regarding the requirements for the form and details of enforcement
document;
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the practice of applying the procedural legislation, which regu-
lates the enforcement of court judgements, shows that courts, bodies
and persons who carry out the enforcement of court judgements have
ambiguous understanding of the meaning of the concepts enshrined
in the law “ enforcement document in electronic form” and “copy
of enforcement document in electronic form “, coinciding them with
each other;

in the conditions of legislative uncertainty with the rules for issu-
ance and submission documents to enforcement before the start of the
USRED functioning, such rules are formed on instructions from state
bodies that are not authorized to legally regulate the processes of is-
suance and submission documents to enforcement, and even to issue
such instructions. The legislative role in the relevant field of the pro-
cess is also taken over by the algorithms of applied program interfac-
es and technical regulations of the UJITS and other information and
telecommunication systems, which are not intended to regulate the
relations between participants in the enforcement proceedings.

References:

1.  Code of Commercial Procedure of Ukraine. (1991). The Official
Bulletin of the Verkhovna Rada of Ukraine. Retrieved from https://zakon.
rada.gov.ua/laws/show/1798-12#Text. (accessed 05/02/2024).

2. Civil Procedure Code of Ukraine. (2004). The Official Bulletin
of the Verkhovna Rada of Ukraine. Retrieved from https://zakon.rada.gov.
ua/laws/show/1618-15#Text. (accessed 05/02/2024).

3. Code of Administrative Proceedings of Ukraine. (2005). The Of-
ficial Bulletin of the Verkhovna Rada of Ukraine. Retrieved from https://
zakon.rada.gov.ua/laws/show/2747-15#Text. (accessed 05/02/2024).

4. Joint Order Issued by the State Judicial Administration of Ukraine
and the Ministry of Justice of Ukraine. (2022, June 23). Press service of the
SJA of Ukraine. Retrieved from https://dsa.court.gov.ua/dsa/pres-centr/
news/1287616/. (accessed 05/02/2024).

5. New service in the Electronic Court! (2023, September 12).
SJA of Ukraine. Retrieved from https://dsa.court.gov.ua/dsa/pres-centr/
news/1475342/. (accessed 05/02/2024).

82



6. Horovets Y. (2024, January 13). It has become impossible to en-
force judgements issued in electronic form, and there are risks of massive
forgery of enforcement letters. Retrieved from https://sud.ua/uk/news/
publication/290171-stalo-nevozmozhnym-prinuditelnoe-ispolnenie-resh-
eniy-vydannykh-v-elektronnoy-forme-i-est-riski-massovoy-poddelki-is-
polnitelnykh-pisem-minyust-zayavil-o-bezotlagatelnom-zakonoproekte.
(accessed 05/02/2024).

7.  Clarification No. 15-12512/23 on the procedure for issuance and
submission documents for enforcement in electronic form and informa-
tion on the functioning of the service. (2023, October 19). Retrieved from
https://atari.ua/posts/65379e1d9f6444118799¢ec9. (accessed 05/02/2024).

LEGITIMACY OF THE RESTRICTION
OF THE RIGHT ON ACCESS TO INFORMATION
UNDER THE MARTIAL LAW

Rudnyk L.

Associate Professor at the Department
of Information, Economic and Administrative
Law, Faculty of Sociology and Law,
National Technical University of Ukraine,
“Igor Sikorsky Kyiv Polytechnic Institute”,
Candidate of Laws.

On the 24" February, 2022, the Russian Federation has launched
a full-scale invasion of the territory of Ukraine, since then mar-
tial law has been introduced in our country. On the 8" May, 2024,
the Verkhovna Rada of Ukraine extended its validity and general
mobilization in Ukraine until August 11, 2024. The Constitution
of Ukraine, the Law of Ukraine “On the Legal Regime of Martial
Law” and the decree of the President of Ukraine on the introduction
of martial law in Ukraine or in some of'its localities, approved by the
Verkhovna Rada of Ukraine are the legal basis for the introduction
of martial law.
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First of all, it’s very important to emphasize on the legal defi-
nition, namely in accordance with the Law “On the Legal Regime
of Martial Law”: martial law is a special legal regime introduced
in Ukraine or in some of its localities in the event of armed aggres-
sion or threat of attack, danger to the state independence of Ukraine,
its territorial integrity and provides for the provision of the relevant
state authorities, military command, military administrations and
local self-government bodies with the powers which are necessary
to avert the threat, repulse armed aggression and ensure national
security, eliminate the threat of danger to the state independence
of Ukraine, its territorial integrity, and as well as a temporary restric-
tion of the constitutional rights and freedoms of a person and a citi-
zen, as well as the rights and legal interests of legal entities, with an
indication of the period of validity of these restrictions, caused by
a threat [1].

On the 28" April, 2024, the Ministry of Justice of Ukraine updat-
ed the list of rights and freedoms regarding which, during the peri-
od of martial law, temporary restrictions on the constitutional rights
of people in Ukraine may be imposed. The corresponding message
was sent to the European Council.

Human information rights are enshrined in the Constitution
of Ukraine, the Laws “On Information”, “On Appeals of Citizens”,
“On Access to Public Information”, “On Protection of Person-
al Data”, etc. In the generalized interpretation, information rights
of a person are state-guaranteed opportunities of a person to satisfy
their needs in obtaining (access to information), using, distributing,
security and protecting the volume of information necessary for life.

The right on information, which includes the right to freely col-
lect, store, use and distribute information orally, in writing or in an-
other way — at one’s choice is the basis of human information rights.
The right of a person to receive information is the basis of the right
on information. It is necessary to emphasize that the right on infor-
mation is not absolute and unlimited. In particular, the realization
of one’s right on information by citizens, legal entities and the state
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should not violate public, political, economic, social, spiritual, envi-
ronmental and other rights, freedoms and legitimate interests of oth-
er citizens, rights and interests of legal entities. The attention should
also be paid to the principle that it is not allowed to collect informa-
tion that is a state secret or confidential information of a legal entity.
From these provisions, it can be determined that a person’s right to
information ends where another person’s right begins.

The basic grounds for the restriction of human rights in Ukraine
are the provisions of the Constitution of Ukraine and the correspond-
ing interpretations of the Constitutional Court of Ukraine, which,
based on the theory of human rights and the requirements of Inter-
national Human Rights Law in its decisions regarding the restriction
of various human rights, formed a number of basic legal positions
that became a formalized component of the legal system of Ukraine.

Analyzing the articles of the Constitution in respect of which
restrictions are established, it is worth noting that they guarantee
a number of not only informational, but also other human and citizen
rights, but it is needed to focus only on those that perform the scien-
tific interest to the author:

* non-interference in personal and family life (Article 32),
in particular, it is not allowed to collect, store, use and distribute
confidential information about a person without their consent, ex-
cept in cases specified by law, and only in the interests of national
security, economic well-being and human rights [2]. Confidential in-
formation is information about a natural person, as well as informa-
tion to which access is limited to a natural or legal person, except for
subjects of authority. The legislation of Ukraine also enshrines the
provision that confidential information can be disseminated at the
request (consent) of the relevant person in the manner determined
by it in accordance with the conditions stipulated by it, as well as
in other cases determined by law (Parts 1, 2 of Article 21 of the Law
on Information). Analyzing the problems of restriction of human
rights, the Constitutional Court of Ukraine in its numerous inter-
pretations proceeds from the requirements of the rule of law, as one
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of the principles for the existence of a legal state, which is Ukraine,
and the basic understanding of restrictions as “narrowing the content
and scope of constitutional rights and freedoms.” In accordance with
the decision of the Constitutional Court of Ukraine, the list of per-
sonal data recognized as confidential information is not exhaustive.
But such intervention is permitted exclusively in cases specified
by law, and only in the interests of national security and economic
well-being and human rights [3].

» another right that is subject to restriction in the current condi-
tions is the right on freedom of thought and speech, free expression
of views and beliefs, as well as the right to freely collect, store, use
and disseminate information (Article 34) [2]. The issue of the reali-
zation of informational rights in the conditions of martial law is par-
ticularly urgent, since the occupiers, having not obtained a military
advantage on the battlefield, are increasingly resorting to so-called
cyberwar (digital war) by carrying out cyberattacks on the websites
of state authorities and local self-government, calls “on behalf of the
authorities in Ukraine” to civilians, spreading misinformation in the
Ukrainian mass media, spreading false information, viral attacks on
civilians, hacking pages in social networks, etc. Another type of vi-
olation of human information rights, which appeared against the
background of the war in Ukraine, is the violation of the right to
publish digital media. After the full-scale invasion of the Russian
Federation of the territory of Ukraine, such social networks as Ins-
tagram and Facebook began to classify content about the Ukrainian
war as “sensitive content”. This became a violation not only of such
a digital right as the right to publish digital media, but also a vio-
lation of Article 19 of the Universal Declaration of Human Rights,
which states the right of every person to freedom of beliefs and to
their free expression; this right includes the freedom to hold one’s
beliefs without hindrance and the freedom to seek, receive and im-
part information and ideas by any means and regardless of national
boundaries [4, p.94].
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Applying acts of international human rights law as key principles
in the field of human rights restrictions, it is worth emphasizing that
the relevant provisions of the documents adopted by the UN, in par-
ticular the International Covenant on Civil and Political Rights, the
Council of Europe Convention on the Protection of Human Rights
and Fundamental Freedoms, as well as the American conventions
on human rights do not differ significantly. The withdrawal of states
from their obligations, defined by these acts, is possible only in ex-
traordinary conditions that create national threats, changing the bal-
ance of private and public interests. Similar guarantees of inviolabil-
ity of human rights are defined by the Constitution of Ukraine.

For example, according to Article 15 of the Convention on the
Protection of Human Rights and Fundamental Freedoms (European
Convention on Human Rights) [5], it is provided that during the pe-
riod of martial law, temporary restrictions on people’s constitutional
rights may be introduced.

In accordance with the provisions of Article 64 of the Constitu-
tion of Ukraine, in conditions of martial law or a state of emergen-
cy, separate restrictions of rights and freedoms may be established
with an indication of the period of validity of these restrictions (it
is assumed that these restrictions will be valid during the period
of martial law and should be removed in 30 days after its cessation —
author). The rights and freedoms stipulated by Articles 24, 25, 27,
28,29, 40,47, 51, 52, 55, 56, 57, 58, 59, 60, 61, 62, 63 of this Con-
stitution cannot be limited in any situations [2].

That is, any restrictions on rights (on access to information,
in particular) can be implemented to ensure national security, which,
in turn, is defined at the legislative level as the protection of state
sovereignty, territorial integrity, the democratic constitutional or-
der and other national interests of Ukraine from real and potential
threats (Article 1) [6]. And threats to the national security of Ukraine
are phenomena, trends and factors that make it impossible or diffi-
cult or may make impossible or difficult the realization of national
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interests and the preservation of national values of Ukraine (armed
aggression of the Russian Federation against Ukraine) [6].

The analysis of the legislation of Ukraine shows that the prin-
ciples and system of possible limitations of the constitutionalized
informational rights of a person (the right on respect of personal
and family life, to the secrecy of correspondence, telephone conver-
sations, telegraphic and other correspondence, freedom of thought
and speech, free expression of one’s views and beliefs), meets the
requirements and principles of international human rights law. Un-
der normal conditions, the establishment of the limits of these tra-
ditional, but informational in nature, human rights takes place on
a democratic basis and in accordance with the requirements of the
rule of law [7, p. 38].

I agree with the position that one of the starting points for eval-
uating restrictions on human rights is the requirement of legal cer-
tainty — restrictions are established by law, the law must be accessi-
ble, and the application of restrictions in practice is permissible only
if they are predictable [8, 9].

Therefore, after analyzing a number of normative legal acts,
it can be stated that the restriction of information rights is currently
legitimate and does not violate the provisions of national and inter-
national legislation and Ukraine’s obligations under it. Such a de-
viation is called a derogation. When a country introduces or ends
such restrictions, it must notify the Secretary General of the Council
of Europe of what has been done. Ukrainians still have the right to
appeal to the ECHR with complaints about rights violations, and the
court will check whether the restriction is justified in each specific
case.
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In 2006, British mathematician Clive Humby stated that “data
is the new oil,” which essentially laid the foundation for the modern
understanding of the digital economy. The development of infor-
mation and communication technologies and artificial intelligence
continues to open up new opportunities for collecting, analysing,
and using information about natural persons in various fields and
for different purposes. As a result, in the context of the ongoing de-
velopment of the digital economy, it is evident that the processing
of personal data has become an integral part of business entities’ ac-
tivities that, work with clients (consumers) who are natural persons.

Companies can optimize their processes and utilize available
resources more efficiently by carrying out various operations with
personal data. For instance, they can conduct preliminary market
analysis, including the assessment of demand and the needs of the
target audience, and subsequently, based on the collected informa-
tion, model the behaviour of potential clients and create a more rel-
evant and effective business development plan. Another essential
element of any entrepreneurial activity is advertising, the majority
of which is currently disseminated online. The processing of a con-
siderable volume of personal data by modern technologies offers
numerous opportunities to enhance the effectiveness of marketing
communications, such as personalized advertising, retargeting, and
micro-targeting.
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Therefore, the processing of personal data facilitates more in-
formed and effective managerial decisions, which in turn has a posi-
tive effect on the economic condition and overall development of the
company. Conversely, failure to address this aspect may result in the
company’s growth and development being jeopardised.

At the same time, it is worth noting that entrepreneurial activity
not only provides the entities engaged in it with certain opportu-
nities, i.e. rights but also imposes obligations that they must fulfil
and provides for the existence of rules that must be followed. One
of these responsibilities is to respect and promote the realisation
of human and civil rights and fundamental freedoms.

Digitalisation, particularly the opportunities, and perspectives
of personal data use, also entails many risks in addition to its ben-
efits. So, the Concept for the Development of the Digital Economy
and Society of Ukraine for 2018-2020 identifies the growth of cyber-
crime, exacerbated by the increasing number of information systems
utilizing personal data, as one of the primary concerns. In addition,
one of the fundamental principles of digitalisation is defined as trust
and security, which encompasses information and cybersecurity, the
protection of personal data and privacy, the protection of the other
rights of digital technology users, and the strengthening and protec-
tion of trust in cyberspace. These elements are prerequisites for dig-
ital development and, at the same time, for the effective prevention,
elimination, and management of related risks [1].

In light of the above, it can be argued that, in today’s environ-
ment, personal data protection is not only a legal obligation of busi-
ness entities but also an important component of their economic
security. Because the leakage, breach of integrity, or unauthorised
access to such data may result in a series of negative consequences
that have different impacts on the company’s economic condition.

It is worthy of note that the scientific literature lacks a unified
understanding of the concept of economic security of an enterprise.
However, the approach according to which it is defined as the state
of protection of vital economic interests of an enterprise from in-

91



ternal and external threats is quite common. In particular, N.M.
Hapak determines the economic security of an enterprise as a state
of corporate resources (capital, personnel, information, technology,
machinery and equipment, rights) and entrepreneurial opportunities,
which guarantees, firstly, the most efficient use of them for stable
functioning and dynamic scientific, technical and social develop-
ment, and, secondly, prevention of internal and external negative in-
fluences (threats). The primary goal of economic security, according
to Hapak, is to guarantee the stable and most efficient functioning
of the enterprise in the present and high development potential in the
future [2, c. 63, 64].

Given the above, we can conclude that in the context of the
active development of the digital economy, information that con-
stitutes personal data is one of the company’s corporate resources.
Therefore, we will examine the main aspects indicating the signifi-
cant role and importance of personal data protection for the econom-
ic security and development of the enterprise.

First and foremost, it is essential to note that in modern condi-
tions, personal data protection is not merely a component of the right
to respect for private and family life, but is recognized as a separate
fundamental human right. This is explicitly enshrined in Article 8
of the Charter of Fundamental Rights of the European Union [3].
Furthermore, the preamble to the General Data Protection Regu-
lation (GDPR), the primary legal act of the European Union (EU)
in this area, states that the protection of individuals during the pro-
cessing of personal data is a fundamental right of a natural person
[4]. Although these documents do not currently have a legal force on
the territory of Ukraine, given the European vector of our country’s
development, as enshrined in the Constitution of Ukraine, and the
attainment of EU candidate status and the commencement of acces-
sion negotiations, their relevance is a matter of time. After all, the
harmonisation of national legislation with EU law is one of the com-
ponents of European integration.
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In addition, it should be noted that one of the peculiarities of the
GDPR is its extraterritorial scope. Therefore, even though Ukraine
is not currently a member of the Union, some national business en-
tities are already required to comply with its provisions. Thus, under
Article 3 of the GDPR, even if a company is not established in the
EU, the GDPR requirements apply in two cases:

— if business entities process personal data for the offering
of goods or services, irrespective of whether a payment of the data
subject is required, to such data subjects in the Union;

— if data processing is carried out to the monitoring of natural
person’s behaviour as far as their behaviour takes place within the
Union [4].

In other words, even if a Ukrainian company does not currently
provide services (supply goods) to citizens of EU member states, but
is going to do so and conducts market analysis for this purpose that
includes personal data processing, it is required to comply with the
Union’s data privacy legislation. In case of non-compliance with the
principles and rules of personal data processing established by the
GDPR, it will be legally liable under Article 83, which, for certain
violations, establishes fines of up to 20000000 euros or up to 4%
of the total worldwide annual turnover of the preceding financial
year, whichever is higher [4]. This will undoubtedly have a negative
impact on the company’s economic situation.

In addition, foreign investment and collaboration with inter-
national partners, including the EU, represent a significant aspect
of the growth and development of numerous national companies.
Ensuring proper protection of personal data in this case is an impor-
tant element of the company’s investment attractiveness, as it serves
as a certain guarantee of the security of the invested capital. Con-
currently, the appropriate protection of personal data is also a pre-
requisite for collaboration with European partners, which frequently
entails the processing of personal data.

An equally crucial aspect of business activity and a pivotal factor
in the advancement of the digital economy is the trust of consumers
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and customers. Although the level of privacy culture in our country
is still relatively low, more and more people are paying attention
to a company’s personal data protection measures when choosing
goods and services. Furthermore, as previously stated, the enhance-
ment of trust and security is one of the fundamental principles of the
digitalisation of the economy. Consequently, it can be posited that
this is the foundation of business operations.

It is our contention that particular attention should be paid to the
issue of leakage and unauthorised access to personal data, which
may have a number of negative consequences of various kinds.

Firstly, this may indicate a failure to ensure the fundamental
principle of data integrity and confidentiality, which is a prerequisite
for imposing fines on the company. In accordance with Article 32
of the GDPR, the controller and processor are obliged to implement
appropriate technical and organisational measures to ensure an ad-
equate level of security for the processed data. This article specifies
that these measures should consider the current state of technology,
the nature, scope, context, and purposes of processing, and, impor-
tantly, the potential risks and harms to the rights and freedoms of in-
dividuals who are personal data subjects in the event of accidental
or unlawful destruction, loss, alteration, unauthorised disclosure of,
or access to data [4].

The rectification of the consequences of such incidents typically
necessitates a significant investment of time and additional resourc-
es, which may result in the disruption or even cessation of the com-
pany’s operations for a specified period. As a result, such incidents
may lead to loss of profits.

Furthermore, in the event of a data breach or unauthorised ac-
cess to personal data, competitors may gain access to the company’s
client base and information about its employees, which would un-
doubtedly have negative consequences for the company. Such in-
formation could be used in the future for the purpose of “poaching”
employees, blackmail, extortion, or other forms of information-psy-
chological influence.
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It is also of equal importance to note that instances of cyberat-
tacks resulting in data breaches can have a detrimental impact on the
reputation of the business entity in question, as well as its attractive-
ness to existing and potential clients and partners.

Therefore, in light of the ongoing development of the digital
economy and the rising incidence of cyberattacks, personal data
protection represents a vital aspect of economic security and a cor-
nerstone of enterprise growth.

At the same time, it should be noted that the value of informa-
tion about an individual and the potential for its utilisation in the
achievement of pre-defined objectives has attracted not only the at-
tention of businesses but also other stakeholders, particularly in the
political, ideological, and military spheres. Consequently, the gath-
ering and examination of individual data, and especially profiling,
has become a crucial element in the planning and execution of in-
formation and psychological influence operations. The exploitation
of cybersecurity vulnerabilities in individual companies allows in-
terested parties to gain access to personal data and use it to create
and disseminate disinformation, which can have negative conse-
quences not only within a single company but also at the state level.
It can therefore be posited that the protection of personal data is an
essential element of the company’s economic security, while at the
same time playing a significant role in safeguarding the national in-
terests of the state in the information sphere.
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Legal regulation of digital transformation in Ukraine has a sig-
nificant impact on the country’s economy. Moreover, this influence
has a multi-vector nature, exerting, in the end, a synergistic influ-
ence on a number of parameters of the economy of Ukraine.

First, such legal regulation of digitalization stimulates innova-
tion and technological development, creating a favorable environ-
ment for the development of venture capital, startups and research
projects. Second, effective legal regulation attracts foreign invest-
ment, especially in sectors related to digital technologies and e-com-
merce.
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Thirdly, digitalization of public services helps to reduce bureau-
cracy, increase transparency and improve the quality of service to cit-
izens, which is important for increasing the efficiency of government
structures. Fourth, the strengthening of legislation in the field of intel-
lectual property protects the rights of authors and innovators , which
is critically important for the development of the digital economy.

Fifth, legal regulation that simplifies and standardizes electronic
commerce can significantly increase its volumes, ensuring the de-
velopment of this sector of the economy. Finally, the development
and implementation of laws to ensure data protection and cyber-
security are critical to consumer and business confidence in digital
technologies.

Each of these aspects has the potential to stimulate economic
growth, increase the efficiency of production and services, and pro-
vide Ukraine with competitive advantages at the international level.

One of the main legal acts that regulates legal relations in the
digital sphere is the Law of Ukraine “On Stimulating the Devel-
opment of the Digital Economy in Ukraine” dated July 15, 2021
No. 1667-1X [1]. It plays a key role in shaping the future digital
landscape of our country. First, it is aimed at stimulating the de-
velopment of the digital economy by creating favorable conditions
for conducting innovative business, developing digital infrastruc-
ture, attracting investments and talented specialists. Second, the law
guarantees freedom of economic activity and limits non-interference
of the state, creating a favorable environment for development and
innovation. It also establishes a presumption of legality for the ac-
tivities of Diya City residents, which provides a certain level of pro-
tection against unforeseen legal risks.

Third, the stability of the legal regime, guaranteed for a peri-
od of at least 25 years, ensures long-term planning and investment
in the digital sector. In addition, the procedure for acquiring the sta-
tus of a Diya City resident is formal in nature and does not require
obtaining special permits or licensing, which simplifies the process
of business integration into this legal regime. Also important is the
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principle of voluntary residency , which emphasizes the need for
free choice for business.

These aspects of the law have the potential to contribute signifi-
cantly to the growth of the Ukrainian economy, especially in the field
of digital technologies. They create favorable conditions for inno-
vation, attract investments and qualified personnel, which can have
a positive impact on the overall economic development of the country.

The Law of Ukraine “On Virtual Assets” dated February 17,
2022 No. 2074-IX [2] establishes the legal framework for regulating
the turnover of virtual assets in Ukraine. It defines the rights and
obligations of participants in the virtual assets market, as well as the
foundations of state policy in this area.

First, the law introduces the definition of virtual assets as intan-
gible goods that have value and are expressed in the form of data.
It distinguishes between secured and unsecured virtual assets, and
defines the concepts of a virtual asset wallet, a virtual asset key,
and other important terms related to virtual assets. Secondly, the law
establishes the scope of its application, indicating that it regulates
all legal relations related to virtual assets that have a registered lo-
cation or permanent representation in Ukraine, as well as those that
occur between residents of Ukraine. Thirdly, the general principles
of state regulation of the circulation of virtual assets include expe-
diency, adequacy, efficiency, balance, predictability, transparency
and consideration of public opinion. These principles are aimed at
ensuring rational, effective and transparent regulation of this rapidly
developing area.

The impact of this law on the economy of Ukraine can be signif-
icant. It helps create a stable and predictable legal environment for
virtual assets that can attract investment and stimulate the develop-
ment of new digital technologies. In addition, the law brings clarity
and security to transactions with virtual assets, which is important to
protect the interests of investors and consumers, as well as to main-
tain the integrity and transparency of the country’s financial system.

Despite the difficult military and political situation, the decline
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in the rate of economic growth and the outflow of investments that inev-
itably accompany the state of war, thanks to the legal regulation of dig-
ital transformation, Ukraine is gradually transforming into an attractive
hub for technological startups, especially in areas such as information
technology, blockchain, artificial intelligence and other advanced tech-
nologies. This trend can be explained by several key factors.

First of all, Ukraine has a strong and dynamic IT industry with
a large number of highly qualified specialists. The country is known
for its IT specialists, programmers and engineers who can offer in-
novative solutions and high-quality services. Such resource poten-
tial is an important asset for the development of startups. Another
important aspect is the support of innovations and start-ups at the
state level. The Ukrainian government is developing initiatives and
programs aimed at supporting innovative entrepreneurship, which
includes financing, tax incentives and assistance in the commercial-
ization of ideas and technologies. Finally, innovations in IT, block-
chain, artificial intelligence and other advanced technologies have
the potential to become catalysts for economic growth. They open
up new opportunities for creating products and services that can be
used in various industries.

Thus, digital transformation is not only changing today’s labor
market, but also shaping the future of professional skills, requiring
educational institutions to adapt to new technological demands.

Digital transformation in Ukraine plays an important role in the
development of small and medium-sized enterprises, contributing
to their entry into international markets and increasing competitive-
ness. Optimization of business processes with the help of digital
technologies, access to new markets through digital platforms and
opportunities for innovation significantly expand development pros-
pects for Ukrainian enterprises.

Legal regulation of digital transformation has a significant
impact on the economy in Ukraine. Moreover, this influence has
a multi-vector nature, exerting, in the end, a synergistic influence on
a number of parameters of the economy of Ukraine. First, such legal
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regulation of digitalization stimulates innovation and technological
development, creating a favorable environment for the development
of venture capital, startups and research projects. Second, effective
legal regulation attracts foreign investment, especially in sectors re-
lated to digital technologies and e-commerce. Third, digitalization
of public services helps to reduce bureaucracy, increase transparen-
cy and improve the quality of service to citizens, which is import-
ant for the development of freedom of entrepreneurship, on the one
hand, and increasing the efficiency of government structures, on the
other. Fourth, the strengthening of legislation in the field of intel-
lectual property protects the rights of authors and innovators, which
is critical for the development of the digital economy, and also helps
to ensure that the intellectual capital produced in Ukraine remains
in it and works for its benefit. Fifth, legal regulation that simplifies
and standardizes electronic trade increases its volume, ensuring an
increase in the capitalization of this sector of the economy. Finally,
the development and implementation of laws to ensure data pro-
tection and cybersecurity strengthens consumer and business confi-
dence in digital technologies.

In conclusion, digital transformation in Ukraine opens up new
opportunities for economic development, innovative growth and ef-
ficiency improvement in various sectors. However, it also presents
challenges for the country to adapt to changing market conditions
and develop appropriate skills among the workforce.
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Svalbard has recently been making headlines in world news,
with Russia substantiating her veiled threats about the sovereignty
of the archipelago [2, p.2]. Russia’s growing economic and military
power, the oppression of Russian people abroad, and the economic
future of its settlement further clarify Russia’s resolve to maintain
a position. Geographically, Svalbard is currently a territory of Nor-
way, a key NATO member in the Arctic. An attack on the archi-
pelago would, therefore, trigger NATO’s retaliation, putting NATO
in direct conflict with Russia [5, p.2].

Investigations reveal that Russia seems to have great aspirations
for the Arctic and has put the hubris of its intentions on full dis-
play since 2007 when it first planted a Russian flag below the North
Pole on the seabed, signifying its ambition to have its Exclusive
Economic Zone (EEZ) extended to the continental shelf and thus
control the resources up to this point [17, p.2]. However, their appli-
cations to have the EEZ extended have not been accepted yet, and
the placement of the flag drew criticism from the rest of the Arctic
Nations. Expedition leader, Artur Chilingarov, stated that the mis-
sion’s purpose was to prove “The Arctic is Russian.” Russia is con-
structing military bases throughout the Arctic and its recent war with
Ukraine has led to global concerns regarding when Russia will cease
its actions [ 18, p.3]. Fears of hybrid warfare and irregular incursions
into NATO territory are at the forefront of European leaders’ minds
in relation to Russia such as were executed in Ukraine specifically
Crimea [25, p.143]. Svalbard presents a peculiar case of sovereign-
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ty, with all parties to the agreement supposed to enjoy uninhibited
economic use of the land, making it a focal point of unnatural levels
of Russian attention.

The Arctic has always been difficult to navigate, requiring ice-
breakers to traverse its icy waters safely and securely. However, as
the planet warms, sea ice is dramatically receding, making shipping
lanes in the Arctic navigable in the winter and possibly without ice-
breakers in the future. The ability to export and import resources
is crucial for a country’s economic success [28, p.1]. With Finland
and Sweden joining NATO, Russian territories situated on the Baltic
Sea, such as Kaliningrad and St. Petersburg, now find themselves
surrounded by NATO member countries before they can reach the
open ocean. This underscores the vital nature of Russian aspirations
in the Arctic for freedom of movement and shipping.

This research investigates and asks the following questions with
a Thematic analysis approach [6, p. 63] :

e How have the involved parties of the Treaty of Svalbard po-
tentially violated this treaty amidst the rising geopolitical tensions
in the Arctic area of Svalbard?

e  What mechanisms exist that could be invoked to settle the
dispute?

The initial discovery of Svalbard, previously named Spitzber-
gen, is shrouded in mystery. Vikings have claimed to have found an
island during northern expeditions in sagas from the twelfth century.
According to [12, p.1], the name “Svalbard” means “Cold Coast”
in Old Norse. However, this claim is disputed among historians as
to whether the Vikings indeed originally found the Archipelago we
now know as Svalbard or if the island they found was another island
much further south [1, p.6]. The first confirmed discovery of Sval-
bard occurred during an expedition seeking a new route to China
through the waters of the Arctic from Europe, dubbed the “North-
cast Passage” The Dutch navigator Willem Barentsz created the first
chart of the Svalbard Archipelago in 1596, commissioned by the
Dutch. The Northeast Passage [7, p.4], which at that time in the Age
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of Exploration represented the possibility of massive economic gain
from finding the northerly route to China [8, p. 2] The name “Spits-
bergen,” perhaps borrowed from the sharp peaks of the archipelago
and meaning “pointed mountains,” could have been one of the most
logical word choices [19, p.3]. This first official founding of the is-
land of Svalbard is subsequently followed by a third theory: a Rus-
sian claim of an initial founding of Svalbard by a group of people
known as the “Pomars” who are thought to have come from the
White Sea region. [21, p.2].

Major countries, particularly Russia and NATO members, are in-
terested in Svalbard because of its ideal Arctic position and an abun-
dance of natural resources both on the land as well as in the waters
and seabed surrounding the region. The Treaty of Svalbard, through
which all members recognize Norwegian sovereignty, and which per-
mits nondiscriminatory and non-preferential commercial operations
and opportunities among its signatories, even for Norway and its cit-
izens, presents a rare opportunity for Classical Realism’s emphasis
on power interests to directly interact with the geopolitical dynamics
of the Arctic region and surrounding region of Svalbard [16, p.2].

The existence of dual-purpose infrastructure, which is civilian
hardware that can be used for military and warlike applications. And
given the lack of “specific binding treaties” regarding international
humanitarian law [24, p.90] gives rise to apprehensions regarding
military build-up, as existing infrastructure might be utilized for
military objectives and purposes, potentially breaching Article 8.
These accusations mostly point to Russia at the possibility of NATO
interference. In Norway, observers have also focused a lot of atten-
tion on satellite stations, with some believing they have potential
military uses [15, p.3]. Russia fears that electronics could be used to
detect and compromise the secret nature of its nuclear facilities and
submarines going to and from the Kola peninsula. There has been
no proof presented that could pose a threat to Arctic military strategy
[10, p.2]. In October 2021, Norway sent the frigate KNM Thor Hey-
erdahl to Isfjorden and Longyearbyen, this Norwegian Voyage. Nor-
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way maintains that this move was not a breach of Article 9 under its
interpretation of the treaty, but that did not stop loud protests from
Moscow about Norway purposely increasing tensions in the area.
Russia not only deceitfully claimed that Norway was violating the
Svalbard Treaty, but also alleged that such a violation undermined
Oslo’s sovereignty over the archipelago.

According to Russian legislators’ debatable interpretation, sig-
natories of the Svalbard Treaty would only recognize Norwegian
sovereignty over Svalbard on the condition that Norway adhered to
the entirety of the treaty’s provisions [4, p.2]. The presence of in-
ternational settlers enables foreign nations to establish a de fac-
to strategic foothold on the archipelago and a fresh supply of local
collaborators [23, p.126]. This has led to misperceptions about Sval-
bard’s legal status, of which the perceived dilution of Norwegian
sovereignty is a vivid example that may also be leveraged by ma-
lign actors conducting gray zone activity (20, p.4). On May 9, 2023,
a Victory Day parade to commemorate the Soviet victory over Nazi
Germany was held in the settlement of Barentsburg [29, p.2]. The
attendance of Russian helicopters on the island, sparked controver-
sy, compounded by the parade seeming to be more militaristic than
the civilian nature of previous years. These accusations have been
raised, but no evidence or claims have been officially filed and can
be attributed to differences in interpretation of the Treaty.

Svalbard’s sovereignty, while not directly involved in the Unit-
ed States and NATO strategic arena due to Article 9 of the Trea-
ty of Svalbard. Stability and security concerns in the Arctic region
are becoming glaringly a weak spot in NATO’s northern flank. This
is particularly significant given the increasing military buildup
in Russia in the Kola Peninsula and elsewhere [3, p.10]. The poli-
cy shifts focus towards ensuring freedom of navigation around the
Archipelago for military vessels and identifying emerging threats
before they become active, as the Arctic emerges as a new battle-
ground for great power competition. This dynamic occasionally
leads to friction with some of the activities occurring within Russia’s
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domain. Russia is particularly fragile regarding the interpretation
of Article 9 and miscalculations by either party could lead to esca-
lations and as stated before, causing Russia to dismiss its adherence
to the treaty altogether. The United States has recently increased its
EEZ territorial waters, so it has become a bigger player in Arctic
affairs [4, p.3]. Considering that 7 of the 8 countries in the Arctic
Council with territories above the Arctic Circle are now members
of NATO, more considerations are surely on the way to ensure the
security of the Arctic and increase the likelihood of a security issue
and imbalance of power in the region.

The Russian Federation has a massive coastline across the Arc-
tic and expressed its security as imperative for national security and
economic development to keep the nation as a major player on the
world stage. Russia feels this role on the world stage is being limited
by the US and its allies especially now that it is an international pa-
riah due to the illegal war in Ukraine [27, p.136]. The Russian Sval-
bardian foothold is gaining Moscow’s attention and cited Norway’s
policy as a potential risk of war. Moscow demands more diplomatic
negotiation over perceived Norwegian threats and grievances and
appears to have “Unilateral revision of international agreements.”
However, individuals such as Russian Deputy Prime Minister Yuri
Trutnev have implied that “Now is not the best time for the develop-
ment of international cooperation” [20, p.2].

Warfare has changed considerably in the past 20 years, and even
more so since the 2022 Russo-Ukrainian war. Drone warfare usage
has reached levels reminiscent of the worst dystopian science fiction
thriller, with the creativity and tactics evolution changing almost
daily. Drone warfare combined with the reemergence of conven-
tional war again with near-peer adversaries, has shown one issue
needs to be addressed quite often with regards to Svalbard elec-
tronic warfare and its capabilities being used in the Arctic area with
incidents being reported by Norway in 2019 of electronic warfare
from the Kola peninsula impeding the function of GPS navigation
in Norwegian Air space [15, p.3]. Russia’s electronic warfare advan-
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tage is something that has been noted by Western think tanks due to
Russia heavily investing in electronic warfare (EW) long before the
Russo-Ukrainian war.

The sovereign state of Norway shall administer the Svalbard ar-
chipelago as a low-tension area per the white paper, for the objec-
tives of protecting the environment and implementing the legal obli-
gations pursuant to the Svalbard Treaty (14, p.4). Norway, in return,
has indicated its commitment to sustainable development and the
peaceful use of the Arctic by leading in resources and regulations,
notably in environmental protection [9, p.4]. Norway has decided to
flex its political muscle with moves such as fishing disputes and ex-
pressing its desire to keep the demographics of Svalbard Norwegian
through its legally unconventional removal of the rights of residents
to vote on the archipelago which could be seen as a wise step to take
to make sure that foreign arctic powers don’t wrest control over the
archipelago through demographics [13, p.3].

The aim of this paper was to investigate if and how the involved
parties of the Treaty of Svalbard potentially violated this treaty and,
amidst the rising geopolitical tensions in the Arctic area of Svalbard,
what mechanisms exist or could be invoked to settle the dispute.

The author was fully anticipating finding numerous cases of Rus-
sia blatantly defying treaties, especially after the February 2022 in-
vasion of Ukraine. Following the imposition of the broadest spec-
trum of sanctions in history, the world expected that Russia would
forgo some treaty obligations and agreements, just as it had violated
international law with the invasion of Ukraine [26, p. 320] However,
in this paper, the author discovered that Russia was mostly adhering
to the Treaty of Svalbard. Instead, the author found instances where
Norway had skirted the line of what is and is not a violation of the
treaty, specifically:

e Article 3 of the treaty when it temporarily halted shipments
to and from the Russian settlement of Barentsburg which was solved
through diplomatic channels. The halting of resources to Barents-
burg shows that, in the fog of war, Norway very quickly will take
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actions that violate the treaty of Svalbard, and this could easily lead
to a security dilemma and escalation.

e Article 8, brought to light the issue of non-Norwegian resi-
dents of Svalbard losing the right to vote in local elections. Article 8
specifically states that Norway is liable to create regulations for min-
ing that do not unfairly levy taxes, privileges, monopolies, or favors
of any kind for the benefit of any state including Norway with Oslo’s
concern for keeping the demographic balance tipped in their favor.
This is understandable through the lens of realism; Norway will use
this opportunity to assert power and solidify its position. The possi-
bility is too great to have foreign governments send citizens to live
and then slowly leverage them for more power in the Arctic. But the
inability to have representation, especially if you own a business and
have ventured there, means your economic freedom is at the mercy
of the changing winds of Norwegian policy.

e Article 9 Norway had a big problem with the May 9" pa-
rade being militaristic in aesthetics, but it also brought a military
Frigate to port in Longyearbyen. Warships have been long used to
project power and intimidate. Norway did not violate Article 9, but
the move could be taken as an upset in the balance of power.

This paper aimed to investigate “How have the involved parties
in the Treaty of Svalbard potentially violated the treaty amidst rising
geopolitical tensions in the Arctic area of Svalbard? And if so, what
mechanisms could be invoked to settle the dispute?”’

It seems to come down to the letter of the law vs the spirit of the
law. There is no legal basis to suggest any party is directly violat-
ing the Treaty of Svalbard. Disputes on interpretations of the law
exist, and certainly, the letter of the law is being violated with vot-
ing rights and fishing disputes. The Treaty of Svalbard perfectly fits
into the zeitgeist of its time in its attempt to facilitate the peaceful
exploitation of the Arctic’s resources while piggybacking off the
League of Nations attempts to keep an international order and bal-
ance of power, which is why the focus of the Treaty was on equality
of opportunity [22, p.4.] Since there are no clear violations of the
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letter of the law, disputes must be settled through diplomacy and ne-
gotiation as they have been in the past and more is needed to ensure
that the wall of liberal democracy is preserved from malign actors
by examining treaties such as this one to ensure no gaps exist that
could be exploited to drive a wedge in the community of nations.
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ELECTRONIC EVIDENCE IN LABOR RELATIONS

Tykhoniuk O.
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The current labor legislation of Ukraine stipulates that employ-
ees may familiarize themselves with orders (instructions), notifica-
tions, and other documents of the employer regarding their rights
and obligations using the electronic communication means specified
in the employment agreement (employment contract); the fact of ex-
change of relevant electronic documents between the parties to the
employment agreement is considered to be a confirmation of famil-
iarization [ 1, part 3, Article 29], and for the period of martial law, the
parties to an employment agreement may agree on alternative ways
of creating, sending and storing the employer’s orders (instructions),
notifications and other documents on labor relations and any other
available method of electronic communication chosen by agreement
between the employer and the employee [2, part 2 of Article 7].

The author of an electronic document or an intermediary sends
or transmits it in electronic form by means of information, electronic
communication, information, and communication systems or sends
electronic media on which the document was recorded [3, part 1,
Article 10].

Unless the author and the addressee have previously agreed other-
wise in writing, the date and time of sending an electronic document
shall be the date and time when the sending of an electronic document
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cannot be canceled by the person who sent it [3, part 2, Article 10].
Thus, an electronic document is deemed to have been received by the
addressee from the moment the author receives an electronic notifi-
cation from the addressee that he or she has received the electronic
document, unless otherwise provided by law or a prior agreement be-
tween the subjects of electronic document circulation [3, part 1, article
11]. At the same time, it should be noted that according to the decision
of the Supreme Court of Ukraine (the “SC”) dated 08.02.2023 in case
No. 199/1861/20, sending an email to an email address that is not an
official email address cannot be considered as a proper sending and
does not create any legal consequences for the parties.

But it turns out that “not everything is so clear,” as one famous
classic said, because the court may consider e-mail correspondence
between persons in a messenger (as well as any other correspon-
dence) as evidence only if it makes it possible to identify the authors
of this correspondence and its content [4]. For example, the “SC”,
considering case No. 299/2706/20 on the employee’s claim against
the LLC for reinstatement and recovery of average earnings in its de-
cision of 21.12.2022, made the following conclusions: An employee
submitted an application for an annual vacation of 14 calendar days
with subsequent dismissal. Later, the employee sent an application to
the employer’s email address signed with a personal electronic digi-
tal signature (hereinafter — EDS) to withdraw her earlier resignation
and informed that she would resume her employment duties after the
end of the leave. She additionally sent a similar statement to the email
addresses of the company’s director, head of the HR department, and
head of the finance department. However, the employer dismissed
the employee at his own request. The employee appealed the dis-
missal to the court, providing copies of screenshots of her electronic
application sent to the email addresses of the LLC (limited liability
company) director, head of the HR department, head of the finance
department, and system administrator, with an electronic signature.
The Supreme Court overturned the decisions of the previous in-
stances and dismissed the employee’s claim as she failed to pro-
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vide evidence that the recipients of the sender’s electronic messages
had received them, which is a violation of Article 11 of the Law
of Ukraine “On Electronic Documents and Electronic Document
Management”. Instead, if it is proved that a letter or message was
sent to a certain person, the message that is a response will be con-
sidered authentic without additional evidence, since it is unlikely
that anyone other than this person can receive and respond to the
message, taking into account its content and the details discussed
(Supreme Court ruling of 03.08.2022 in case No. 910/5408/21 At
the same time, considering case No. 757/35570/21-ts (resolution
0f26.10.2023), the “SC” notes that the law does not limit the meth-
od of submitting a resignation letter. Thus, a resignation letter can
be submitted in person to the employer, sent by mail or telegram.
At the same time, sending a letter of resignation by post to the em-
ployer, although it is a possible option for the employee to notify
the employer of his or her intentions, without establishing that the
employer has received such a letter, does not indicate termination
of the employment relationship between the parties from the date
of sending such a letter within the time period specified in it.

What else should you pay attention to?

Considering case No. 916/3027/21 in its ruling of 21.06.2023,
the “SC” emphasizes that messages (with attachments) sent by
e-mail or through messenger applications are electronic evidence,
which is considered and evaluated by the court according to its in-
ternal conviction in conjunction with other evidence available in the
case file [5], namely: if, taking into account the specific circumstanc-
es of the case, the court concludes that the relevant correspondence
allows to identify its participants and can confirm certain arguments
of the parties, for example, regarding the existence of relevant rela-
tions between them, conduct of certain negotiations, etc., the court
may accept such correspondence as evidence and in this case evalu-
ate it together with other evidence in the case.

The position of the “SC” is almost similar in case No.
509/7127/21 (decision of 26.07.2023): it should be borne in mind
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that the court may consider e-mail correspondence between persons
in the messenger (as well as any other correspondence) as evidence
in the case only if it allows the court to identify the authors of this
correspondence and its content.

In its ruling 0f 07.07.2021 in case No. 587/2051/18, the Supreme
Court notes that printouts of Internet pages that are a paper reflection
of an electronic document cannot be evidence in the case by them-
selves. They are recognized as evidence if they are made, issued and
certified by the owner of the relevant Internet resource or provider,
i.e., they acquire the status of written evidence. In other words, ac-
cording to the court’s logic, a printout of e-mail correspondence can-
not be considered an electronic document (a copy of an electronic
document) because it does not contain an electronic signature, which
is a mandatory requisite of an electronic document, since in this case
it is impossible to identify the sender of the message, and the content
of such a document is not protected from editing and distortion.

A similar position can be traced in the decision of 13.12.2022
in case No. 296/3763/22, which was considered by the Zhytomyr
Court of Appeal on a claim for reinstatement of an employee. The
court was provided with printouts of e-mail correspondence with the
employee on Viber, namely, a copy of the order warning employ-
ees of impending dismissal due to position reductions. According to
the court, a printout from the Viber application is not a proper copy
of an electronic document, as it does not contain an electronic signa-
ture. But the employee was still fired.

At the same time, in its ruling of 28.04.2021 in case No.
234/7160/20, the Supreme Court notes that it is not a violation of the
rules not to examine the original electronic evidence if there are pa-
per copies of this evidence in the case file and there are no reason-
able doubts about their compliance with the original.

In our opinion, the following conclusion in the Supreme Court’s
ruling of 25.08.2020 in case No. 917/1061/19 is rather ambiguous,
namely: an extract from the defendant’s internal electronic docu-
ment management system cannot be considered proper evidence
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that the defendant may submit to confirm that it sent a notification
letter to the plaintiff, given that such an extract does not confirm for
the defendant the fact of sending correspondence, in particular, the
transfer of the letter to the postal operator on a certain date, does not
contain a barcode of the letter.

As we can see, when determining what is (or is not) considered
electronic evidence and making a decision in favor of the plaintiff or
defendant, the Court tries to comply with the provisions of the Com-
mercial Procedure Code [6, Article 86]. At the same time, the deci-
sions made are quite controversial, as courts do not always properly
examine and evaluate electronic evidence, resulting in decisions
based on unreliable and inadequate evidence.
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The war greatly complicates establishment creation of transpar-
ent commodity markets. A robust and sustainable regulatory strategy
for the martial law period must be developed with implementation
of each step in the strategy announced in advance to the partici-
pants so that they have sufficient time to adapt. The basic scenario
for wholesale energy products is to accept the martial law regime
as a new normal. In fact, the market has actually been under the
pressure of various extraordinary circumstances since early 2014 —
annexation, occupation, gray zone, shelling, cyberattacks, economic
coersion and other diversions have been happening, even if on the
smaller scale. Back in 2014 as well as in 2024, the wholesale energy
infrastructure requires monitoring, every second of the network's
load and frequency, of the natural gas’ pressure in a pipeline trans-
port and/or the gas storages. The wholesale energy market, thus,
is not a place for ‘wait and see’ approach, the regulations of the mar-
ket for the wholesale energy products in Ukraine must depart from
the ad hoc controls to arrive at the rules and principles for the energy
system and the market to function under the following scenarios:
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(a) occupation (threat thereof) of the key assets in the produc-
tion or trading infrastructure, where operators of transmission and
distribution systems, producers, storage operators, suppliers and
large consumers may be deprived of possessing the assets or access
of the assets to the grid. In other circumstances, market participants
operational control and be willing, to the extent possible comply
with Ukrainian laws despite the responsibility of the aggressor state
for the humanitarian situation on the territory under effective oc-
cupation, (b) de-occupation of assets, and (c) terrorist and military
attacks on energy assets in one or more nodes of the system.

One aspect of such ‘new normal’ would be amendment to the
wholesale energy market legal model in reporting that ensures integ-
rity and transparency for the market participants. For a start, general
public must be informed, through the platforms of insider informa-
tion, the breadth of the occupied assetsy The public should be able
to see the composition (taxonomy) of data and analyze the reliability
of the sources of such information for themselves.

To prevent price manipulation and insider trading, Ukrainian
legislation [3] [5; Art. 20-1], following the EU acquis [1] [2] [4]
and the legal systems of other parties to the Energy Community [6],
imposed on the market participants an obligation to publish data on
planned production of electricity and natural gas, availability of raw
materials etc. Among other aspects of the “war regime” that await
their regulation, are settlements, suspension/resumption of partici-
pation in the market, technical defaults, permanent insolvency, and
collateral loss absorption/distribution.

The special (emergency, martial) situation of the Ukrainian
energy industry as a target for the war crimes by the Russian
Federation with the complicity of the Republic of Belarus precipi-
tates delay in publishing insider information, in particular, scheduled
and unscheduled capacity unavailability for the production and
consumption of wholesale energy products. The sensitivity of this
information is clear — the enemy can use it to coordinate strikes.
Currently, this information is collected by operators of market
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segments every hour, the dispatcher and the transmission system
operator react to changes in real time, the Ministry of Energy
of Ukraine and the industry regulator (NEURC) also have access
to it. Given the importance of natural gas and electricity in the real
sector and consumer economics, the critical state of the energy
market ecosystem becomes the subject of attention of the bodies
responsible for national security — the General Staff, the Armed
Forces of Ukraine and the Security Service of Ukraine (for the
purpose of active protection measures), law enforcement agencies
(collection of evidence and investigation), the National Security and
Defense Council of Ukraine and the NSDC members’ offices — the
President of Ukraine and his office, the Prime Minister of Ukraine
and the Secretariat of the Cabinet of Ministers of Ukraine, the
Chairman of the Verkhovna Rada of Ukraine etc. Decisions adopted
at the meetings of the NSDC and executive authorities regarding
the restoration, protection and protection of energy facilities are
subject to budgeting through other state authorities, in particular,
the Ministry of Finance and the Verkhovna Rada of Ukraine for
budgeting expenditures and through the Ministry of Foreign
Affairs, the Ministry of Defense, the Ministry of Economy, the
Ministry of Strategic Industries, yet again the Ministry of Energy to
coordinate international technical assistance. That is, the information
is collected anyway, the sources and processors are known, but
the access (distribution), despite the sensitivity, is not sufficiently
controlled. Access to information processed is granted to a wider
number of users, often without special security clearance due to time
constraints, without adequate protection or even records of the access
as a fact. This situation created paradox for the market ramification,
where the risk of insider trading increases despite the efforts to keep
information concealed. At the same time, uncontrolled access to in-
formation decreases chances of tracing the user to the source, which
bars potential investigations and penalties for misuse or, at the very
least, for insufficient protection of sensitive data. The spread of the
market free riders is harder to contain with every week. Similar cir-
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cumstances would surround publication of prices and volumes for
the conclusion of transactions — postponing their reporting enables
price manipulation and eliminates grounds for justice.

Norms for managing this insider trading risk during the mar-
tial law (after the military or terrorist assaults) should provide for
additional data protection measures, such as restricted printing and
copying of databases. The categories of people that have access to
data can be expanded, provided that each access to the database has
multifactor identification. Authorization to access database can be
carried by the administrator, who will check the compliance with on-
boarding conditions to be stipulated in the regulation: the prohibition
of copying, enhanced e-signature, IP registration, certified device etc.
At the same time, the draft regulation on the data protection and the
wholesale energy products data administration should be consulted and
vetted by the government agency responsible for access to state secrets
and the state service for protection of data in the telecommunications.
The regulation should be delivered, with appropriate trainings, to the
operatives and analysts in the law enforcement agencies that do sur-
veillance and intelligence of the telecommunications systems as well
as the authority that investigate cyber crimes.

Besides the sensitivity of the substance, the architecture of the
system for the data processing needs to be enhanced in response to
the Russian attacks and their threat in a future. Currently, information
is dispersed through several processing entities, use of several
processing formats and various communication channels, which
was a call for the optimization and unification to enhance the qual-
ity of data. The databases of the wholesale energy products market
and spot energy markets must be uniform and receive a centralized
architecture that does not, hovewer, prevent a competition on the
data processing. Competition determines a use of an open code soft-
ware with secure communications channels, while Excel files with
an open data format in a table or text in an e-mail message must be
a thing of the past. It is time to force transition to the EXtensible
Markup Language (XML) standard and meet the requirements
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of the Standard for the Automatic Exchange of Information on
Financial Accounts for Tax Purposes, commonly known as Common
Reporting Standard (CRS) of the Organization for Economic
Cooperation and Development, approved by the OECD Council on
July 15, 2014 [7]. As of this date, the laws of Ukraine make CRS
mandatory for the financial institutions, including investment firms,
securities’ depositories, credit institutions, deposit institutions and
insurance companies. It is notable that information collected by the
financial instruments is not materially different from the wholesale
energy products data that is subject to processing and disclosure by
law, in fact, it overlaps with the wholesale energy products to the
extent their sellers and buyers trade on the regulated market or enter
into risk-hedging arrangements, such as financial lookalikes.
Subject to the above-mentioned safeguards, dissemination
of the wholesale energy products data among the wholesale ener-
gy market players and their agents will immediately increase the
efficiency of this market. Unfortunately, very little public discus-
sion took place since the first Russian attacks on Ukraine’s energy
facilities in October 2022, and very little substance to reopen data
was provided against dominating discourse that such insider data
is a hermetic ‘matter of national security’. The cause of informed
decision-making by all actors in the market is not helped by the fact
that, as of 2022, a single decision-making center had been operating
the market, taking into account both the de facto singly party major-
ity in the executive and legislative branches of a central government
as well as their symbiotic unity according to the constitutional model
of semi-parliamentary republic in Ukraine. This lack of checks and
balances among the Cabinet of Ministers, the Verkhovna Rada and
the President has implications beyond simple distortion of the mar-
ket, the market is brought much closer to a hierarchy with a central
plan: people in possession of insider information become the front
and center of the trades (a voter with dictatorial powers in Gibbard’s
theorem [8]), and the remaining market participants turn into depen-
dent, reactive targets for influence and manipulation, thus reduced to
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spectators rather than actors. Therefore, a competitive environment
needs to be restored for analysis, formation of trading strategies,
investment decisions (regarding renovation of old capacities and
construction of new ones, for example) and for responding to abuses
that have occurred.

Getting back the competition of ideas and solutions to the mar-
ket — giving the traders back the power to make their own decisions
will allow to change the situation by using the collective power as
opposed to the centralized flow of information ‘planning’ by the gov-
ernment, with inertia as well as significant bureaucratic and financial
constraints. An analogy could be brought with the paradigm shift
in military technology since 2022, where private sector growth was
times more than public sector. Similarly, the wholesale energy market
players with multiple strategies will be able to produce innovation
waves that will spread the common wisdom on appropriate methods
to diversify the martial law risks in the wholesale energy products
trading, building and operating power generation and natural gas min-
ing facilities, safeguarding and repairing transmission, distribution
and storage infrastructure facilities. Systematization of the strengths
and weaknesses of energy project management at a emergency time or
under the martial law will allow the wholesale energy sector to move
into a new paradigm. The adoption of defense sector solutions and
technologies in the operation and management of the energy industry
deserves separate consideration, beyond the scope of this material: the
use of drones, of anti-missile and anti-aircraft defense, of electronic
warfare, implementation of cyber security, continuity protocols etc.

Taking into account the situation in the energy sector of Ukraine,
it is appropriate for the legislature and the regulators in Ukraine pro-
vide legal terms and conditions for publishing information on trans-
parency and integrity of the wholesale energy products provided by
the market participants (a) with a delay of 10, 20, 30 days or a quar-
ter; (b) in the regime of professional secrecy or confidentiality; (c)
anonymized for journalists and other general public without clear-
ance, authorization and/or access.
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GRASPING THE ELUSIVE: IS DIGITAL SERVICES
ACT AN EFFECYIVE TOOL FOR ASSESSING
ALGORITM PERFORMANCE?

Today’s digital services are almost entirely automated and rely in-
creasingly on artificial intelligence (Lund, Wang: p. 26). The literature
suggests that the use of these solutions has negative impacts on soci-
ety, such as cyberbullying, trolling, privacy invasions, and fake news
(Baccarella, et al. 2018: p. 431). The potential negative impact on the
mental health of both children and adults is a serious concern (Gao
et al., 2020), particularly as some effects may manifest in the distant
future (Chancellor & De Choudhury, 2020). Additionally, it should
be noted that certain algorithms are intentionally designed to result
in negative social outcomes, such as addiction (Zakon 2019).

To prevent and remedy negative effects caused by algorithms,
it is important that they are controlled by independent bodies such
as public bodies, researchers, and civil society organizations. Ef-
fective control requires access to information beyond just the algo-
rithm’s effects. This includes the design, logic, operation and testing
of algorithmic systems and, in the case of Al systems, additional
information on the data used to train, validate and test them. It is im-
portant to note that this information is often not publicly available
due to intellectual property, trade secrets, or data protection laws
(Foss-Solbrekk 2021, p. 256). Moreover, it is usually not subject to
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public data re-use regulations (Park 2021). This makes independent
control of the algorithms difficult, and in many cases impossible.

The European Union has recognized this problem (European
Commission 2020), and the provisions have been included in the
Digital Services Act to address it. The purpose of this presentation
is to analyse these provisions and answer the question of whether
they will be effective in assessing the performance of algorithms.
The presentation is divided into three parts. In first two subject and
object constraints to data access will be analysed. This will be fol-
low by a summary of key findings and recommendations.

The European Union has acknowledged the issue (European
Commission 2020) and incorporated relevant provisions into the
Digital Services Act with the intention of addressing it. The objective
of'this presentation is to analyse these provisions and answer the ques-
tion of whether they will be effective in assessing the performance
of Al algorithms. The presentation is divided into three sections. In
the first two sections, the subject and object constraints to access data
necessary to assess algorithms will be analysed. This will be followed
by a summary of the key findings and recommendations.
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Automatic calculation of the probability of an individual’s cred-
itworthiness and RODO — conclusions from the analysis of the judg-
ment of the Court of Justice of December 7, 2023, ref. C-634/21

1. Introduction

2. The essence of credit scoring

3. Conclusions from the analysis of the judgment of the Court
of Justice of December 7, 2023, ref. C-634/21

4. Summary

“Article 22(1) of Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) must be interpreted
as meaning that the automated establishment, by a credit informa-
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tion agency, of a probability value based on personal data relating to
a person and concerning his or her ability to meet payment commit-
ments in the future constitutes ‘automated individual decision-mak-
ing’ within the meaning of that provision, where a third party, to
which that probability value is transmitted, draws strongly on that
probability value to establish, implement or terminate a contractual
relationship with that person.”
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